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AEEZE wio
WEED rad SSID [dd-junjinlee] HWAddr [DD:AA:BB:CC:DD:15]
FER | WP4 Persanal bl
WRARE |AES |
WRATEETRER ;........ O 27E3
A e[l ERR C B ) ?Eul;llii (0% 3000, e 1 - 99999)

WPA Personal/ WPA2 Personal/ WPA2 Person Mixed: $2fit =F WPA £y, TKIP 1 AES,
TKIP+AES, KM zh& &% 4. TKIP+AES, Hi&H TKIP Bt AES. WPA Person Mixed,
S0 WPA Personal A1 WPA2 Personal %% 7 Ui V& o

WPA LEEH:  8-63 (i FRF, HFABIMEFH M.

FAATH R EIERE (PP« 1-99999.

HEE O ra0 SSID [dd-junjinlee] HwAddr [00:A4:BB:CC:DD:15]

i |WRA Enterprise *|

WPAEE |AES v

Radius i IRE S8 Hut [ 102|.[ 1eel[ 1].[ 110]

RadiusEAT IR & 88i% 01 1812 | (T 1812)
RadiussEintt = es [— | O 27z
THAEETEIERR ¢ B 3600

WPA Enterprise/WPA2 Enterprise/ WPA2 Enterprise Mixed: 1)\ WPA/WPA2 %, 5G %
H1 %% 7 % #% Radius 0iiF AR 55 45 -

WPA B AES/TKIP/TPIP+AES.

Radius SHRE bl E8: 3] 5G B #31 Radius %5 4% 1P,

Radius SR #¥% 0 : Radius 5545 b, radius 55458 H 66 .

Radius ¥4I Z 24 Radius RS54 5G b &2 A 3L 2280

5 5 ST I 1R] (8] B (B9): 1-99999

333 BR%

3.3.3.1 R%

DHCP R %2
DHCP AR %52 MR A B 45 20 B TP bk, FRAT DAHEN 388, ARG 3% & T B &
fRE S FER—F DHCP Mk hhe
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M= F-NR100 5G B b1 %3¢ F it 0
DHCP B4 &
DHCPd B fnisETn

& PR
I L il | I el

DNSMasq

DNSMasq & At DNS A5 #% . XA ERFITE S A1 EHL DHCP (Bh&SRFES) 115G #%
H 7% DA B G B2 DNS R 55 2% 10 3 & RN 22 47 1) DNS 45 H 4 FR . ASHI i DNS i J&5 4% 99 _E ()
DHCP & P i fft e A5 12245 DHCP EHL4

DNSMasq

DNSMasg ®er O =zH
FEHIDNS OpR ©=m
No DNS Rebind ©pr Oz
DNSMasq FTE

ZHi DNS: KAL) DNS, 7638 U A LA & DNS s 4%
No DNS Rebind: & & Al PABT 1R LRSS # U5 10 5G 2% HH 2% A Web 194201, 2 —Fh
LA i
DNSMasq FEIIET: 7T DL E A —@AMAOIET, BAIRE AN E .
il 21
A Bc bk« dhep-host=AB:CD:EF:11:22:33,192.168.0.10,myhost,myhost.domain, 12h
N HIFH L% & dhep-lease-max=2
DHCP /245 #31 IP JE# : dhep-range=192.168.0.110,192.168.0.111,12h

SNMP

SNMP (fRj S8 B PO o X2 —F T Z M4 B . B4t SNMP AQEE
AT AR . SNMP AERFE KR /80 g R, ) AR R 5 B — PP 2% e (bhngg
245 SG B A LA R 55 1TSS, AT IE 26 4% 1y s H 1. AR 2R ] MIB (5
HERE HasiEE. MIB 2&—FE8dEgt, HT e ] DN &S 21 L& AT L
) CHeWdT HFBOCH)D) 1EI.
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SHMP
SHMP © e O =zm
e ‘:L-I-nkncu':\-n
WA [root
EI :__r’nur—Fa'rth
REEET [publc:
EEEHT [private

PrE: v e BRI, % HE X

BR&R: N NMSE 5

R HESL RS

Rk /e MSE w5, RAERR
BERGT: HPE MS% B, BAEEHUR

SSHD
J& M) SSHD ik 55 e i e Vit SSH % 7 sl il i RE U7 R AR 1K) 5G e th 2% (K131 R 4t

Secure Shell

SSHd ©gm O =z[

SSH TCPEE& Cpr © =g

FHER @gm O zA

0 = (IR 22)
wEEEA

SSH TCP ¥k /2153 HF TCP ¥ K Ihfe

ERGF R e T A %

Wi BWE SSHD [ I, BRI RS E R 22 i
BAEH: R RERE, BRIMIHRREMN S EGFA -~ 4

R4HE
#%HE
FHEE ©em O=zm
HiHER @ me Oso
TS S

. S E T, 2 5 AU G R B R R 55 4% TP ik
REARG A X AGH MRS s 1P il

Telnet
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(= F-NR100 5G B¢t B
R — R R, BT Internet DLEIET TCPAP (% . & AT LA ¥ 425
PR R T B PR TR I 4T

Telnet

Telnet @ pr O =z
Telnet: J& FH 825 A Telnet DJRE

WAN ME a8
WANR R i+ 53
tiraffePIPiTe ®pm O=zA

Teraff SRR 1 FH S B R4 e

334 VPN

3.34.1 PPTP

PPTP k%528
PPTPEH B
PPTPIRSG 2 ®pR O =/
[ OCpr ©=zm
3E%IMPPENNEE @pm O=g
DHS1 [
DHS2
WINS1
WINS2
Ir&a31P
EFRP
HHh R PEIE(CHAP Secrets)

ISR I EZE ] PPTP RS54 S0 5 3% Th At

% MPPE fN%: /215258 PPTP %4fs MPPE %

DNS1, DNS2, WINS1, WINS2: K E/RIZE— DNS, 5= DNS, % — WINS, %= WINS
MR 2% IP: B\ 5G B A1y PPTP RS #51 IP Hukik, M5 LAN HibEA—FE,

PR IP: EAZ il IP #hll, RN xxx xxx.xxx.xxx-xxx

CHAP Secrets: 2/ Ui i} PPTP AR 551 (1 FH 7 44 Fl 50

HEE: &) 1P AREA 5G B 4 DHCP 2 ICH 1P R, R ELZX /NG LLAMH AT L.
BN EEEEHEER AT Page 36 of 75
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CHAP Secrets #% 3N user 25K * 25 ¥4 password 25 *

PPTP % F i
PPTPEF &
PPTPE P imiER @ er OC=zm
1B S IPRRDNS ST ]
2T [ o[ o o[ q
TR T R [ & s SIf o
[MPPEND®E | mppe required _
MTU [ 1450 (F0+&: 1450)
i [ 1450] (¥ 1450)
MAT ® g O =
I [DoMAmUsername |
=4 [ | U 2xem

fR 4528 1P 8% DNS & #R: PPTP AR5 #51) 1P btk sl Xt B¢ DNS £ 8K
MRETW: L PPTP IR 55 #5114 k)

TR F MR FE PPTP RS 25 1 P HE 5

MPPE n%: /275 KF MPPE % .

MTU: & KfEHiH.70 0-1500

MRU: g KECEEIT 0-1500

NAT: o & 25 H NAT 78k

FF 4. PPTP 45242 R F I P 44

HRG: PPTP A4S 28T Fu V(19 7 44 X6 B 1) 5 1

3.34.2 L2TP

L2TP fR%5#8
L2TPES B
L2 TPAR S BR1ETH ® gR O=m
SEHIMPPEANEE @ epm O=R
IREER1P [
FEFIRIP
#H=H AP BT CHAP Secrets)

%] MPPE % : /&7 25k L2TP %4l MPPE N
FR4538 IP: %\ 5G R HH28E N L2TP RS 4510 1P Mk, 5 LAN shiEA—#f.
B IP: D HC4A 2 P um i IP Huhik, #5008 xxx.Xxx.Xxx. XX X-XXX. XXX.XXX. XXX
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CHAP Secrets: 2/ Ui ffi Fl L2TP AR S5 FH 7 44 F 50

ER: F /i IP AREA 5G B i 25 DHCP 2 Ber IP R, HE & IXANEF PLAMI#AAT L,

CHAP Secrets #% 30 A user T ¥4 * 2544 password Z5#%*

L2TP & U5
L2TPE P&
L2 TP P RIET ®@em OCgA
HFs& [DOMAINY\Username
5 O gxzm
L2TPIRS:-58
T o[ off
T2 T RS o[ o
MPPENDNES :|1_1_D_|:|e |'eq_L|ired
MTU 1450] (48 1450)
MRU | 1450] (3% 1450)
NAT ©em O =zH
SEEFCHAPLAERHS ®s OxF
E4EP APLAIE RIS, @z OxF
FEEFLAIERE @g Ox
L2TP AR #8: L2TP RS #%1 1P Hubik B0 B DNS 4475
R M L2TP AR5 N I T a8 FA 19 2%
W FWAERG: L2TP RS54 P N BT 1) X 45 e
MPPE fi%: 525 32 #F MPPE % .
MTU: & KAE%i T 0-1500
MRU: i K#EZWCHIT 0-1500
NAT: J5 FH B8 25 NAT 5k
R 4: L2TP R4 uir I - 44
HRG: L2TP RS54 AT Fu v 0 = 44 08 B 1) 4% i
RV CHAP IEWMY: /275 CKF chap WAIE
164 PAP VIEW: = EIELSCHF pap IAIE
RFNEB I 25 SCHFFAIERYL
3.3.4.3 OPENVPN
OPENVPN f % ¥
Bahziei O wan Up @ system

JaahZEA: WAN Up—- L )58 H, System-—FFHLJE H

E|1NERERSERAF
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BoEi#E ® cur O config File
fR4-aE © Router (TUN) @ Bridge (TAP)

B Bigf%: GUI---AHACE, Config File—-ft B S FiC &
MR&BEN: 5G M- X, Bridge--- MM

Route 5 R;:
Flsg e _IZI.III.III.IZI
FFfER 0.0.0.0

Mg Hiht: OPENVPN AR 45 uifi 8 (149 9% 8% b ik
FMFRS: OPENVPN AR 55 it 7 V1)1 WA 65

PR :
DHCPHAIES Opm ©xm
FRARHE 0.0.0.0 :
ST 0.0.0.0
i o000
FFIHERD [0.0.0.0

DHCP REM#ENX: 5 HEiZEH DHCP B
HeiEHibl: OPENVPN fii 55 i fu VF 2 7 i R EC U b ik
ghaihibk: OPENVPN IR 55 by 70 VR 1 iy 1) 45 o i ik
MI3&: OPENVPN IR 55 by 70 V825 1 iy Y X 0%
FMH#G: OPENVPN AR 55 v [ Fo VI 25 7 ity 1 W HE AL

w0 [ 1194 (P& 1194)
TEIE UDP v |

AR [ Blowfish CBC v

HashEi% | SHA1 _v'

Wi : OPENVPN JR 4525 i W5 W oty 11

JEIEHL: OPENVPN [¥id#iE Hri UDP & TCP

DN FRUE: B KNS brE 3% Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256
CBC, AES-512 CBC Tiffhne

Hash 5y%: Hash B8R4 | —Fp s A7 SUEcds 19 753%, B4% SHA1, SHA256, SHAS512,
MDS5 DU 535

T S IR

E N EEERISHERA A Page 39 of 75
Add: JE T TEESE X I = IR B R AT 370 5 A06 #5 11 )2
Rifik: www.four-faith.com ZIRHLE: 400-8838-199 Tel: 0592-6300320 Fax: 0592-5912735


http://www.logo2008.net/

NA
(R

Four-Faith

s F-NR100 5G i#% i 238 FH i B3+
BRI ipm O =R
ERLZ0ESS OCpr © =M
EEEBAFR Cpr ©=H
FLFEPREIE PR ® e O=H
SEFEECN OpR ©=%xm
TUN MTUEE | 1500] (FR%: 1500)
TCF M55 (F+%: Disable)
TLSHNE R | Disable v
& PR

5/ LZO FE48: o HEEE AR LZO K44
EEABRIAMSE: 3 AR F e A X 0%
RFEF B i 5 EEE v o 3 2 g
RHFER CN: HHBZEHATESE CN

TUN MTU &E&: WEIEIEMN MTU 1H

TCP MSS: TCP %4 ()5 K7 Be K/

TLS INEfrdE: TLS CZEAL4Z 030 I MESZFF AES-128 SHA 1 AES-256 SHA

BPEEBENA. B17 8 X — R A
IR CATES [

ANIEAR CA EH: ARG 2 A% P i AL r) CA IFH
SRR SIS [

ANFEHI R GRS EIE S : IS5 280 HAE T
IR 2BimTsA '

H PEMIES

ARE 2R : RSS2 A
DH PEM iE$: 555 PEM iE+$

Z3EaER NS
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AECE

CCOREFERIB LA

TLSLAIFE4R

ERRIERE

BOMIICE : 55 s A B AC E

CCD BB HoAb I SCfFig e
TLS WAEFH: o E5)Z INE ]
ERHEHFIR: E L RIEH R

OPENVPN % 7 3

W48 1P 5 F0 0.0.0.0 ]

| [ 1194] (FW8: 1104)
BiERE [ TUN ]

B [upp ¥]

T [Blowfish CBC |w]

Hashelit [sHAL v

nSiEFER  nsCartType ) ]

fR%2% 1P / 4&#R: OPENVPN JIR5% 251 IP Hudik 5k 44

Wi OPENVPN & 5 i ) W5 W vty 1

BB WA TUN---H A, X TAP--- MM

EEH: UDP Al TCP il

IO FRUE: B KNS bRE 3% Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256
CBC, AES-512 CBC Tiffhne

Hash 5y%: Hash B8R4 | —Fp s A7 SOcds 19 753%, 645 SHA1, SHA256, SHAS512,
MDS5 DU 535

ns iE PR, &5 CE ns WEFEA

N
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EHIETT vpA O =A
ERALZ0ER OpR ©=zH
NAT Opr ©=zR
TAPEREBIb O L CpR © =M
HHIPHILE ' |
TUN MTURE 1500 | (F%: 1500)
TCP MSS (FM+: Disable)
TLSINE R Disable 3
TLSLAEEESA
N
2T B e i

{5/ LZO FE48: o EEE AR H LZO K44

NAT: J&5 HBEE FH NAT 28 806

TAP 48 5E 2 bro Pt £: 5 FHEEE A TAP 955E 2| bro MHF
AH 1P Mudblk: 5B A OPENVN % /it i) 1P Hidik:

TUN MTU &&: WEIEIEMN MTU 1H

TCP MSS: TCP i (1) 5 K7 Be oK/

TLS INEtrdE: TLS CZeA&4Z 030 A MESZFF AES-128 SHA 1 AES-256 SHA

TLS NEFH: &5 )Z KR %8
BHMABCE : OPENVPN JI 55 28 HAh A A ML B
T EEEHERS: f N HE L — L d e

- FERR CAIEH

k‘_\_\.
i

L3 PERIET

EFF A

ANIERR CA EF: ARS8 i
AREFIRIEH: B e
BPEREE: %

NIER) CA EPD

3.3.4.4 IPSEC

(S@(E
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EERA R RE

7E IPSEC TUTHI, 487~ 24001354 B 1) IPSEC &4 L HIRE

EERERRE
xn BH A& rE - 313

&#R: IPSEC EH:I4FK;
KA. T IPSEC iERE SRR K ThRg
BB SENEB AR T ﬁ%ﬂm SXof ity iy 1k e ok ity - ¥R 5
RE: EEAIPRE, BIE=F, SR8 EH . P R g
RW: AR R R EBEE R
W ZAEEC TG RER, JRAET R R, EE AR
BN EHCOAE, CRYEHZEIE.
Bl WTUSHZERBT IO, BAra IR, BB, gidE. B LAEGE.
MIBR: 2R e MERERE, W3 IPSEC @il O, TR R,
. BOUZAERNIERS S, Bz s, WREERE AR, FEnEiZEe:,
EEE. R PRI SR, EHREIEE R,
fEife: MG T ARG, REES ST EIERERIER, GG R miE
SEAESR; AR, KA RERIE K.
WIN: ZIhEEH T8 — 4% IPSEC &

7N IPSEC #E#: 544 IPSEC &E#

KR (EIZA H X IPSEC B L0 B DI REREAT 168, H AT SCHF RSB L 2 S D BE <
R T 2 10 Bl 55 4 D e S A i 3

. |
2R [Net-to-NetEHLERAF v |
IPSECThiE ®EPE OB

BEEE. ZEHEE VEEREAIEE S

EBEE
& i | B ]
AV ANED [WAN v TRl '
HHFF [ ] TR

FWEHEER | f R

&R LB Rz S AR, FiME—,

JEF: FRA T, W% 2B RGN AT B B VR I %, K R B R
BMARZ

AHLE WAN 0. s f A sm ik

TREENIMBE: G 1Pk . WK T REE R IR S u ThAE s WNHZ Ik AN T 3A
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AHLF M 1PSec AHLRY 7 W S 7 MRS, #i40: 192.168.1.0/24; WS KRB, N
ZIETA TS
WEF M 1PSec X fRA 7 W S 7 MRS, #il4n: 192.168.7.0/24; WK, N
ZIETA IS
AHENRRRF: W AR, ATEUN 1P KA
TR ENARRA: W IFRIN, 7T LLA IP K4 .
. ZAEAE TEEEN (DPD) MIBLEE R

¥

amorosm [ :
WEIER (B0 | (RO kb 60 | (B0 4E | hald v

JEH DPD . 55 HZIhAE, FTHRR AR
I ] AT RR . BB IEHEAGI (DPD) I [a] [A) R ;
R[] BEERARI (DPD) I Al
Bt WCEIERGI A,
REME: ZAHES T IKE. ESP LAY a5 Gl &

HERES

BRABERET ¥

KE % | 3DE3 | IKEFReEH 5.""'[55" vl e DH-1:8 | MODP-5192 ol
IKE % v 1 49 El [ .r]'\.B'-'j'

ESPfn# 3DES v espren (M. ~

IKE+ESP: Use only proposed settings.
Ol zmmsses
& iF U BT S5 (PFS)

Megotiate pavload compression

EHEEEECE: o, WA AR E S — M B S B BME B, B, KR HE Xt v 5 s W i s
IKE Jn% . IKE M B fhn s gy =G

IKE 5884 IKE M EL e 8t %

IKE DH /NH: DH 52 #r5i2;

IKE AEa AR W8 IKE MAEMEL, Hirbohehsaa, Bl o;

ESP Jn# . ESP [N 75 s

ESP 528 14. ESP 5%,

ESP Ay #H: % & ESP A A, Bl LA/E v EAr, BRIAA 05

KRB WRATE, MR O R B, SR E R
SAREHAMBIME: WRITH, WA PFS, & NAEH;

INEA R 7T DARYE 7 Bk B S U 5 AIE, B AT e Bt = 80 5 =K

EFEEE N Page 44 of 75

L | A
Add: JRTTSE PR e = IR AT 370 5 A06 #4511 )2
P4k www.four-faith.com FIRALL: 400-8838-199 Tel: 0592-6300320 Fax: 0592-5912735


http://www.logo2008.net/

NA1
(R

Four-Faith

s F-NR100 5G i#% i 238 FH i B3+
Wik
&  gammEEd.

% RE R 0. 5090 i

3.345 GRE

GRE (Generic Routing Encapsulation, i 2%) i@ X FLe ) 245 E il (4 1P
AIPX) HIEHRE AR OC AT B 4%, 0TI Lo 3 BE (B T SCRERBAE ) — AN ER E 3 (i TP
HifE%r . GRE X 7 Tunnel (fFiE) K, & VPN (Virtual Private Network) 5 = 2 %

GREBEE

I:IIII
i
i

GREREE O

GRE B%iE: 5 H 25 H GRE Hifg

Big (1) ™

= =

£EF [¢7£

2 (e ]

FHEWAN TP [120.42.46.98 _

SHETA [192.168.5.0/24 |(egi192.188. 1.0/24)
THEREIP (200,200,200, 1 ]

HE RSP [200.200.200.5 ]

HET RS [255.255.255.0

HiB: TR EMNEE, HArkZ L E 12 4 GRE [#iE

R A HAREE LRI E 1 GRE BB, &SR SEH 24T GRE BFiE
2R BERIE AR EK 30 M ERF

. GRE W k# M, HETH LAN M, F1PPP k5 M

XT3 WAN IP: i A XT3 GRE [¥) WAN [ IP Mk

XF¥FP: GRE XJui )1 ™ IP, Ul: 192.168.1.0/24

X RBRIE IP: %3¢ GRE B¥iE IP

A BYBEIE IP: At GRE [%iE 1P ik

A5 FRIHERG AT X R
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fRi&E: JF)a/55H GRE 196
EIRIKE: GRE {Ri5 KM Ik E
EIRIAIFS: GRE {f3% & K %A
RIUSRBG: RIS R S ms
Rifi“EE GRE BE”%#E W AIEF GRE KIfE R

GREFEFH |

O S P Py E P R R e

£ PPP  120.42.45.98 192.168.5.0/24  200,200,200.1 200.200.200,5  255.255.255.0 ki

[ 5 | 5o | |

3.3.5 #%4

3.3.5.1 Pikig

&y DUJS FHEREE F B kO, B S8R 2 11 Internet 2085957, VLK FH 1 FE 44 Internet
TEK, JH X i i I 25 1) 22 4 1
b7 K 3B LR
Bk IS
SPIRH ) 1 © BR O zA

17 K I35 18 508 X 2% 22 4k I FEDIRZS I (SPT) AoF33E N 4% () Kicdi A idb AT 2, B
B ks ORy, EEEEA, SR . RAJEH T SPL ki, 7 Refd FH ALK K3 ThRe
UEACEE . FH I WAN iR %%,
Hihid uEa

B 852

[ gy

[ i cookies

[ 5338 1ava Applets
[ sti@activex

T PEARTE: [FH wan AR S 5% T REFRAR I S s, 1L JE Proxy BB 44T R AT wan
WIEHE'(R%&E'JU?IH] HFZ IR JE ] Proxy I yE Bl B ik DAZE 1% D R
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TIE ActiveX: WIRIELE ActiveX, MITTRETCIEAT I A ActiveX T HImFEMIM T, Hii%
SIRHE S FH ActiveX Iy B Stk AZE R 1Z D fE .
RHIE WAN &R

ik BwanOfER

PR 13 B CIG0EE & & (ping)

SHHEIDENT C #1113 )

Block \Wak SNMP access
RH1ESRE WAN OB 215K (ping) : 8k s <fH I 4 Internet™ 1 K 55 L IHE, 5 H
ZINRE, AT B 1k 18 1 X 4% 18 52 FAth Internet FH P ) Ping BCEHRI, 5 458 FH 7 56 vk DA
RN, X —DhReMERJOIRES N EH, R 25 AT LRV EE 44 Internet 76K .
i IDENT (¥ 3 113): 35X —Zhfg v] DUE 113 I 1150 T 18 AR W 2 2 A s a5 AT 43
IS RS 113 o AT I 98, B [ede 48 X —Thig
RH1E SNMP Vil X —IhReBH >k )30 1) SNMP 8215 3K

SERBEUR, Rl RERE”, RETTEES, B0 “BUHSEh”, BOH P .

Impede WAN DoS/Bruteforce

Impede WAN DoS/Bruteforce
[ Limit 55H Access

(] Limit Telnet Access

[ Limit PPTF Server Access

|:| Lirnit L2TP Server Access

Limit SSH Access: %IRRT R B MK SSH V5 [A1ER, X [FE—A 1P &5 bl £ 8
5% 2 A~ SSH # B R,
Limit Telnet Access: 1ZINREFR ] 7R B N ) Telnet U5 &K, XJ[F—A IP &8 %
HesZ 2 4 Telnet iEFE R .
Limit PPTP Server Access: 4% #5857 1 PPTP ARSS8%, ZTHAEIRH| T 3k B ) M ) PPTP
YiE R, X [F—AN 1P Bl e 2 4552 2 A PPTP IE#E1E K .
Limit L2TP Server Access: 4457 7 L2TP iS5 2%, iZIhREMR &I 1 ke ) 18 () L2TP
YIE R, X [F—AN 1P Bl i 2 4552 2 A L2TP IEH1E K .
HEEH

5G B 88 ] URAE IS A Internet R H &, AR EANALEL.
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HLLE 3 Wi Bk RR R, W R RER PO KA SR, MR,

EAHE

LHEF] 5G B H1 & BaL M A AR H &, g N H B A .

EAHER
BRIROS Him

183.60.49.59 LDP 4000 Accepted
153.60.49.59 LDP 4000 Accepted
123.58.182.252 TCP 3854 Accepted
123.58.182.252 TCP 3854 Accepted
123.58.182.252 TCP 3854 Accepted
123.58.182.252 TCP 3854 Accepted
123.58.182.252 TCP 3554 Accepted
123.55.182.252 TCP 3554 Accepted
123.58.182.252 TCP 3554 Accepted
123.58.182.252 TCP 3554 Accepted
183.60.49.53 LDP 4000 Accepted
183.60.49.59 LDP 4000 Accepted

=
T ] 5G B o SO WIS ARG 5, Bk iy 5 ekl

K HEE

192,168.1,163 122.228.241.6 LGP 8000 Accepted
192,168.1,163 123.58.182.252 TCP A Accepted
192.168.1,163 123.58.182.252 TCR AL Accepted
192.168.1.163 61.183.55.217 LIDP ao0o Accepted
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MAC 04 | D0:00:00:00:00:00]

MAC 05 | 00:00:00:00:00:00|

MAC 06 | 00:00:00:00:00:00]

MAC 07 | 00:00:00:00:00:00]

MAC 08 | 00:00:00:00:00:00]
SAEFPRBAIPAL

1P 01 192.168.1] 0

P 02 1921681 0

P 03 192.168.1] 0

IP 04 192.168.1 0

1P 05 192.168.1] 0

P 06 192.168.1. 0|
BAEPROIPHE |

IP3EE 01 | ol ol o[ o~ o o o] o

IPFEE 02 | ol o[ o o o o o] o
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RIEE Internet Vj i M

1. M“Internet Py [] S F i S H hafe £ — 2% .

2. WBRJR XSk, Fie s F <S5 B L A

3. FEPTRBEI T BT RN SRR A4 TR

4. Hahgifh PC FIFR LA, HBLPC IR UM, AN HZSEIE K PC, AT LLEA] MAC
Huhik =2 PC bk RAi € PC. R I —SRIg M HI B —41 PC, WAL —4 1P
WhEVEE, eI, RERAARE”, RAETER B, B0 v BUH ssh”
B, SERBHSUR KR —% M.

5. WX ARG LRGN ). 1K — SR AR R Btk H sl e i R, R
— SRS AR BRI B, Bl 24 AN

6. HIRAELEE A SLVF UG A REE URL bk sk,  JUZE“[ 55 URL Mtk 5532 i) Bl 5= B
i NABE—> URL b3k

7. BnSRARAE L8 R o VU R E S R I, U <A il GBS 55 B B B
NEE—RERET
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URLI3EThEE O R @ =g
B | R S FANREIES (v |

| 1 WWW, i3, CO

A e o
TR WRL [

REZFEUTRUMMELE: R SRV HULEC K URL Mk,
EFFEUT R LR R & 5 SORM M 25 ik, 257 5 HAR 1 URL
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Pafe, Ay L o A s

BiEEduE
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1730 O E TR NN I NS
Tedm e B YR .
H 8o e HoE e H g
WEHihk: B QrE P k.
H fHhk: HolEan H i P k.

3.3.7 NAT

33.71 WO¥ER
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BLFFER: (NP IR A 7 B N A\ R AR P 1 44 7

WA NERE—FR RN LR UDP 803 TCP Wil , P& A IR I Ak 33 9 A i i o
FRVFEIUR IP JE . 7R3N Internet H 7 (1) TP Hiudik .

KR H e LEZAIEN H IR S5 s FH 1 A0 i 1 45 o

IP Hiblk: i ATEAELE internet FH P U5 1] (R IR 554 1R P I TP bl

B o E s LEZA N IR S5 BT A FH B P9 00 1 2 5

Ja s BT FOME, B IR E X 2 0 D RS . SRAEATLE R CRIER .

SERII SR, Pl RAFRE A, RAATTEREN, S0 Rl BUHBEh #
RECGHEN, WEME AT AN, HHER, MBS,

3.3.7.2 WOAEEELR

BELE RN R Py R] RE BRI R E (R 1 ¥ B 4 BE IR 384T, 2 A\ Internet A HH X b
FIVEH T8RS, 5G B d1 8% 2 RX el JOR FHR 2 TS0l T2 58, WREER
S 12 AN R A1) TEAE A P PR IS 3 11 b, SRS PSP 20 Ve, B WU )R I 2 ik
HE 2 B 2 FH i i 1 K

& O EEE

| 19z.168.1.16]

| 0.0.0.0/ ]

|web-tftp

| | Lo |

fgid
R : 10N AR PR 7 B e 3 A B 2 7 1 4 75
Froh: S\ i A% R 6 Bl I da v 15

SERR: N i 1 R L (1) 45 ARy 1

Wrill: BBk UDP B0 TCP WMl , W8 A [R] I A 3 438 9 e 380

IP Huhik: i NS AE AL Internet F P 7 1) (O IR 55 %% RO P4 ) TP bk .

JE R R HNE, B SRR U 2 R RS . SR RCE NI CRIER

SERII SR, Pl RAFRE A, RAATTENEN, S0 Bl BUHBEh #
REGHEN, WEMEEA T AN, HHER, MBS,
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DMZ IhEE FUVF— AN ' 2 85 T Internet, M A FH 4 € RS . DMZ EALIA ) —

& U EE R BT B 1, DO R SR8 L3 T IT, B Dl 1 #e kN %2 42, 1l DMZ
EHUMAT IR A 13m 1, (£ TH5E L2 T Internet.

EFFPIRK (DM2)

DMZ

DMz ® BA O #H
DMzEHLIPHYAE 192.168.1. | 160]

B S DMZ Thie, EFEH, ZEEDMZ ML IP il B A v LT 1P Hudlk .

SERII SR, Pl RAFRE A, RAATTENEN, S0 Bl BUHBEh #
REGHEN, WEMEEA T AN, FAER, mEEE,

3.3.8 QoSikE

3.3.8.1 EX

i H QOS Thfign] A7y sl FR | A% A0 R i i, I HoaT UNKRSE [ iP Bl MAC 7r i
(Ut

QosEH

F B0 @®@ gR O A
w0 lean v |

R RS HTE |

b4 (kbps) [ 1000]

FE (kbps) | 2000]

A& (kbps) : ZAEHIBAMRSELS FAERH 9, ESChrfEY, —M A IRBTA &K
D8 80%F 90%.
T# (kbps) : ZA&:HIEAMRSES NEMw %, ELhRERY, —RAEA R HK
551K 80%F 90%.

3.3.82 4%
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| 192.168.1. 1724 |Exempt ¢ TEFE) v |
E 192 168.2.%/24 |standard C4FHE) v
| 792, 766.3.4/37 (Express ( fE5E) v |
O 192,166.4.5/32 | Bulk C 1 ) v |

Lol ol o[ off| o

&P LIy — A4 5E 1 TP HLhk sl 1P Y [l i BT i B 45 2 10 5B Y

ML E: ARGHLME 7 AR e, Hrb Az R e g ar T Hofh DU b ik e 20z 4t
HARPUFPOL A H A mRed (Premium) « 4 (Express) . #n#E (Standard) . i
(Bulk) »
AR MAEASZIE (Exempt) HlMEHRR, AT s R 2B TA0, A2 B 01 9 A
fib PUADAL S R 2k AR U T FTidk

B AL BT 95 O Max_Up, F#UEHT 95 9 Max_Down, “QOS B¢ & A [ A% IR il A Uplink,
TR 1 2 Downlink, A 52 PR #5048 it (1) i #2348 % Exempt_Rate Up il Exempt_Rate Dos

M FH AR e 8 A7 %6 N : mini(Max _Up— Exempt_Rate Up, Uplink);

HAth AR e e R 47 % 4: mini(Max _Downlink— Exempt_Rate Do, Downlink).
HARWML R
TEANSZ BRI R R IE TE 5 » 2R SR 4 TRy 5 e F R DU R A Je R B AR B — e IR B
B3 T, BRI 1) BT 55 9 1000kbps, %k 1000kbps, LA VY % Fdimin, HAL/EH
SalER e R o brdE. K, B4 SEARAK FAERT BT

EitRSe: (75/1000 * Uplink 5 (75/100) * Downlink

s (15/100) *Uplink ;  (15/100) * Downlink

FRfE: (10/100) *Uplink 5 (10/100) * Downlink

fi&: 1000bit (JLF90) 5 1000bit (JLFH 0D ;
XPTARAReg, H A& T EGE RN 1000bit, 4 HAB e R BAR R IE TE R T, A5 2 e
2 R — PO BRI g, 2R IR A B R 2R T QOS W E T ) EAR AT R
il s
R HMREFZEEFN A MAC /e netmask 85628 b 045 i 26 4RI, T AR S n
FRI TR S5 T Ay 4 o

3.3.9 MH

3.3.9.1 HEOMNHA

BHEE T 5G B 210 Console NIidzH| G H . XA Console It 1] DLAD & it i 5
11
i, 5G #thes WE T H O TCP/IP fEF. BidEE, 5G M H#s 1 Console H{EN—/
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W%, EEe%ET—40UE DTU %4 .
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ZIkfr: ER AN TRAEIE S R bR E. AT LA, 15 B 2 AL T

KW Fon— 415 IR H 15 2 e i i 0. A AR wiRh =X,

T ELFERE AR AR 40 9 R 2K

Tl RR
UDP(DTU): & ¥ UDP &R, & HE XNHZ N, g% R T — G 0U{E IP MODEM [
The -

25 UDP: bRt H %% UDP &%

TCP(DTU): H % TCP iEH:, & H e XMNHEMN, 524&%FT—4& 05 IP MODEM [
g

28 TCP : FrUEMIER D% TCP &z

TCP AR #8: FrifEM) TCP AR5 #3iE#:

TCST: HE X[ TCP &EH:

MR agHbt: 5 5G B h#s s 5 TCP R /7 #4745 A ik 25 o0 1P sk sl 3844
MR 5528 0 s KOs IR 55 O e i 1 3 1

WE&ESHE: W&MIDS, 11 FHHEEZAE . RA SRR % E i “UDP(DTU)”
B “TCP(DTU)” I 51X AN e B A 3L

¥ % ID: 8 MET AR F/H, R Ui & K UDP(DTU)”

B “TCP(DTU)” I 51X AN e B A 3L
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HE X LB: OBk
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EEEH
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SSH &#: & rILUE H SSH RIZFE 2410 5G B th#t. 15, 48 7 SSH ~F# it %
B, W LAE RS TUTH U7 7] 25 2 45
L.
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JABIEIA
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