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Tt A= (ap) 7|
TAEFIEER =
T (SSID) [FourFaith
FLEEIME 11- 2.462 GHz ¥
SE=E [Auto v |
FeEsSIDr B ®EE O =8
FREE O sz © Bmz
EBED

JBHR: JFRE WIFL

BH: OCH WIFI,
TR AP, & i, Ad-hoc. Hgk. gk pfre PO RR R ATk
TR LB :
VBE: [FIN 5 802.11b. 802.11g. 802.11n FRiEMI LR B 4%«
BG-JBE: [FI) 4 802.11b. 802.11g hriEMI L EH -
U B: A 802.11b brvEMI L %%
i G: R IHF 802.11g Wit T LR ¥ 4% o
NG-JBE: [FIf 4 802.11g. 802.11n FRUEMI L K% .
U N: R HE 802.11n FRAEI LR % 4%
8021.11n fEHIIE: TETCLR M LB 97 N7I, e B % HoAE s =X
SiHh. MEEE, AEEREI, BT 802.11a/b/g YA E A [E (45E, LR
REIR st . W RIS T e 802.11a/b/g A AR R A4S, R IXHIE R
AR AR ERE.
BAE: WEAX SR, HambEtE.
TCLR W 48 44 (SSID): Jo 2k W 45 v BT A e % HL 2 (I M 48 24 BR, BT W 4% 1) SSID A& — 3. SSID
BT FEEAR, Xo K5, AT 32 M.
TRHE: A 1-13 MUl RS, E2 N LREAAET, HRREEAS K&
[F] (1) A0
SUETE: 20MHZ 5 40MHZ Al ik #%,
WA AE N 40MHZ B, TJi%EFE upper BX lower.
To£k ssID | #%:
JaR: I SsID.
R B SSID.
PR AL E
O WEllEEHL L, — BB, IHGRECrE.
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ForJr-Falith E.IE

F-DPU100 BIEEIRH{FE AR

RAFEE: WAMHZIEEEEN L, Pk FHE T E.

FIERECE ©xirE OoE

SHAE Opr ©zA

Masguerade f MAT ®pR O=A

IPHiAH | 192, 1e8|.| 1|| 1
F R | 2s5|.| 255|.| 255).| o]

REEED : RGN I — A R . IS, AR, TR BRI .

EMEO

E#l# 0 ral SSID [dd-wrt_vap] HWAddr [00:AA:BB:CC:DD:16]
FeemIERE ( SSID) dd-wrt_vap |
FLEESSIDr i @pr O=zH
AP Hhiz OCpA ©@z=MA
PR O#ing ©eme

AP L KT o % S i e R R, A RREVT R AP A (A [E] E WY 4%

AEHEEN wld_56 [5 GHz]

pive= AT ® =H =5

#1182 rai0 - SSID [Four-Faith_5G] HWAddr [54:D0:B4:BE:AB:DD]

FoktEsl 2
FAEREET B2 v
FLEEMERE (SSID) |Four-Faith_5G
FeemE I=E) v
g [Auto v
FLESSIDIE ®@pm O=m
FEEE Oxmz ©EmE

e

JBH: JFJE WIFL,
B KM WIFL,
TR AP, & i, Ad-hoc. H4k. Hrgkpfrae PO RR R ATk
T2 P45 -
BE: A Hr 802.11b. 802.11g. 802.11n ArifEHI L %5 o
T LR W 48 44 (SSID): Jo 2k W 45 v BT A e % L 2 (M 48 24 BR, BT 4% 1) SSID & — 3. SSID
AT FEEAR, X9 K5, AT 32 M.
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Four-Falth @: F DPU1 00 :‘E_% EHL'IEFE'IREH:H

TR L 5 MEnT kR, 4592 145, 153, 157, 161, 165, {EZ ML & IR

T, 1R R S R A S A (R R A
A HUE N 40MHZ I, AT IEFF upper B lower.
Fok sSID 3%
JBH: JHE ssID.
B FRE SSID.
ZE-S =R
ENFEE: MrEERIEEE RN L, BT, EIER O,
R WAHWERIEGEEEN L, e b FEFINE .

s ® xirg O o
{HIERE Cer ©=zA
Masguerade f MAT ®pR O=A

IPHAE [ 102].[ 1e8].[ 1]
FER | 2s5].[ as5].[ 2ss).|

ER: RAFIRE: RAFES, EES LR, T Mg e T R

WA, e s drsiisd, i E i

3.3.2.2 L&REZE

Togk AN TR T LML 1) 2 eV TICE . AN RILH 7 F &2 e,

BOASEH, ARz e ineae 2 eia, 1 mld N SZ B A2

XETE wlD
HEE O ra0 SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]
iR, EER E
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_iE ﬁf £ wlo I

PN rad SSID [four-faith] HWAddr [00:0C:43:30:52:79]

e b | WP v

R ® ot O H=weR

B R ®1C203 04

e | 64bits 10 hex digits/s AsCL_ v
ASCIIHEX O asci @ HEX

BATEE [EEEEECECECUCLCN| co=o
T4 1 |2s27Fesse7 |

=4 2 [15aD10025% |

=4 3 [Docaz61939 |

4 4 FiAoesss |

WEP: & — BRI IN & 5%, 2P WPA.
R o] DL B3t =%
BRIMERMER: EHMAHZH 1548 4 FROEE A AN s 8 FH 1% 4
fN#: 4764 bit 10 hex digits/5 ASCII””128 bit 26 hex digits/13 ASCII” . FJ %Uﬂ%ﬁﬁ%ﬂ B AR
TN
64 bit 10 hex digits/5 ASCI: & — AN 2540 )y 10 £z 16 HEHI /8L 5 f7 ASCIl A4 .
128 bit 26 hex digits/13 ASCII: */l\ VA 26 47 10 3 )T ERE 13 £ ASCI G-
¥
ASCII/HEX: ASCII, 1%+ %5 £ 4 ASCIl i,
HEX, EFHHN 16 B %L
BATIE: FRA ARG
FAH 1-%4H 4. T LT A0S 0T A A AR PR S N I8 AT A

ks wid
N ra0 SSID [dd-juniinlee] HWAddr [00:AA:BB:CC:DD:15]
iR, [wPa Persanal v/
WPAR [AES =
WRATEE RRER [Fo— | L] 25
TEATEAEERR C #2) e (¥ 3600, FaE: 1 - 99999)

WPA Personal/WPA2 Personal/WPA2 Person Mixed: 2 fit = F WpPA &%, TKIP F1 AES,
TKIP+AES, X HFhZ&INZ 24, TKIP+AES, [Hid&H TKIP B{ AES. WPA Person Mixed, 701 WPA
Personal FI1 WPA2 Personal % /7 i /R &
WPA JEEH4H:  8-63 (7, HTFRIAEFHNK.
ST A E] R (D) + 1-99999.
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Four-Faith I'Ll-'l=. F-DPU100 iB{EETENE R ERAH

PP ENO rad SSID [dd-junjinlee] HWaddr [00:AA:BB:CC:DD:15]

FafEd, | wPa Erterprise v

WRARLE AES ht

Radius 4R IR 5 S8t | 192|.[ 1ee][ 1].[ 110]

RadiusiE IR % 83im 01 (T 1812)
RadiussEin H = — | O 25z
THABAETEIERR € ) @600 |

WPA Enterprise/WPA2 Enterprise/WPA2 Enterprise Mixed: 1)\ WPA/WPA2 N, #fE5
WL 75 ZE 2 Radius B IIF AR S5 2%

WPA B35 AES/TKIP/TPIP+AES

Radius SRR a8 dhbt: 38205 EHEHLN Radius RS %% 1P.

Radius SRR 54855 0 Radius k5548 I, radius AR5 3 ot 11

Radius $RIEEHEL: Radius IR 55 28 MBS E B2 (B 3L =234 .

5 GA SE BT A 8] 18] B (B5): 1-99999 .

3.3.3 RS

3.3.3.1 k%

DHCP fik 4538
DHCP IR 552 AR B A M ¥ 45 20 S 1P Hhik i, R AT DLEEN T3 8, 4R 39 & T _E i B AR
H CLFEEL— T DHCP [k ) g

DHCP R& &
CHCPd EHhmET

DNSMasq
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Four-Falth @: F-DPU100 ] 1_ _‘_kkfﬂjﬂ'{fﬁﬁlﬁﬁﬁ%
DNSMasq A& A< Hh DNS AR 4585 « X WA A1 R LI DHCP (BIAERFRE) IiE1E &
HULA K FE DNS IR 5% 2% 6 e A 22 A7 () DNS 45 H 48K . At DNS i Js sk ™ 1 ) DHCP
%R R ER A AN A DHCP N4

DHNSMasq
DNSMasq ©®eR O =@
EHIDNS Opr ©=z@m

Mo DMS Rebind ® R Oz
DNSMasq FHAmETR '

A3 DNS: K ASHLAY) DNS, 7F 1% & UM A Af BLik & DNS 55 2%
No DNS Rebind: i F & R] BARS 1k 1Lk A5 B0 2 U7 I 3845 & AL 38 Web 1321, & —F

At
DNSMasq FOINIETR: 7] LA E A —SAMIETL, AR E AR E .
-

E A ECHibE  dhep-host=AB:CD:EF:11:22:33,192.168.0.10,myhost,myhost.domain,12h
R KRHIFZIE & : dhcp-lease-max=2
DHCP %5251 1P & : dhcp-range=192.168.0.110,192.168.0.111,12h

SNMP
SNMP (TR BRI o X —F R IZ B4 E BRI . BRE B SNMP A3 gE
ﬁﬂ%iz% SNMP AR ERFE 1R iR S5 /8RR, 1) AR S 9 — R 25 8 4 (EhingEZk

JEAEE BN M AR A E’J/ﬁz:b AN B0 P 2 1 s H 1) AR E MIB (B
f@k.,mﬁ) TR ERIEE. MIB 2—FEdESM, T SCnT DU 15 201 B AT LA
I CELansT oD .

SHMP

SHMP © g O =M
irE :_UWKHD M

BE oot

&I [four-faith
RiEdET public
EEEET private

PrE: WRPERLLEIRR, B HEX

BRF: Mg, M5E)

R HES RS

RgElfEs: Mg 5% w8, RAERUR
BEERGT: e MS% w8, RAESHUR
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Four-Falth @: F DPU1 00 1%%£E*R1EFE1HEH:H
SSHD
JE FH SSHD k55 Je il e VRIS SSH %5 7 it 1 iz R 17 ] R )38 15 4 BEAL AR R 4

Secure Shell

SSHd ©gr O =

SSH TCP#E & OCpepr © =g

THER ©@pm OgA

e jm 22| (T 22)
Eict ikl

SSH TCP ¥ & J2 1 3 FF TCP % Kk Tk

FEEF: T TR

. BHE SSHD KT, BRI\ RS E R 22 i
BREH: WIEFERE, BRNIHRSEN SR EDFH 4

RgiHE
RHHE
FuE®E ©gm O=m
S @mg O=mno
ITIRE 8

MR MG, P27 AU 7 B BT A R 55 A 1P Huhik
TREREG A X ARG HERIERRS S P ik

Telnet
XA — PRI, BT Internet LLEIET TCP/IP LR . & m] DA F0 14 283 FH
B BB SR R R & & IR TR R I8 AT

Telnet

Telnet ®er O=zm
Telnet: J3 HEZEH Telnet TfE

WAN i &t Has
WANEZ B i S

trraffapipitie ®sm O xm

Ttraff sF33ERE: O EE SEHRER TR

Page 39 of 84
Motk T EE SE X PR IR = 3R AT 370 5 A0 5 11 )2
W4k : www.four-faith.com 2RIk . 400-8838-199 Fi%: 0592-6300320 1% H: 0592-5912735



Four-Falth @: F DPU1 00 1%%£E*ﬂ1fﬁﬁ -LHEH:H
3.3.4 VPN

3.3.4.1 PPTP

PPTP AR %5 %%
PPTPEE =

PPTPIRSE 83 ®pm O =zm
I S Cpm @ g/
SEHIMPPEE ®pr O=m
DHS1 '
DIS2
WINS1
WINS2
IRgE2P
FFERIP

FHA P ETR(CHAP Sacrets)

J3ESCRE: TR EZEEF PPTP JIRSS 2% S F8 ) #HE Ih R

PR MPPE N%%: J2 1 ZEam ] PPTP 24l MPPE Jiis

DNS1, DNS2, WINS1, WINS2: &ERIKZE— DNS, 55— DNS, %i— WINS, 25— WINS

R4538 P B NGBS EHUES PPTP IR #51 1P Hubik, N5 LAN HibbAS—FE.

B IP: DECAE A 1P HuhE, A% A XXX XXX XXX-XXX

CHAP Secrets: % /i {fi ]l PPTP IR 55 st 1 FHl /' 44 R 2615

R K 1P AREALE(E B EHL DHCP 2 CH) 1P EE, W EZIX AL LM A AT L
CHAP Secrets 1% A user T * 2344 password Z5 k% *

PPTP % i
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Four-Falth @:

F-DPU100 BIEEIENFERiAAH

PPIPEF

PP TP PRI ® g O =F

B3R IPEEDNSEFT |

T2 F o) ol ol o

ITA2 T FIHERD gl sl B[ g

[MPPENNSE mppe required

MTU 1450 (FHi%: 1450)
MRU 1450 (Fi¥: 1450)
NAT ©gm Oz@

RFP& | DOMAINY\Username |

T [ | O gxwm

FR 5528 1P 8L DNS 2 FR: PPTP /x5 #3110 IP Mk B35 XJ B (1) DNS 44 7%
WRAETFM: L PPTP RSS2 A A KA

i@ﬂd“lﬁ%ﬁ@ HE PPTP JIx 55 2% B+ WA 65

MPPE A& : /&75 3 FF MPPE % .

MTU: ﬂijzﬁéiauﬁm 0-1500

MRU: i K478 0-1500

NAT: 5 FHELE 25 NAT 288

P 4: PPTP IR &% T SUVF I FH P 44

ERG: PPTP JIR S5 2% I SO VR I FH P 42 %o BT 1) 2 i

3.3.4.2 L2TP

L2TP AR %5 %%
L2TPER& &
L2 TPAR<-831ET0
s HIMPPENDER
H 2% 1P
FEFRP
FH P ETR(CHAP Secrets)

©gm O=zm
@ g Ozm

SR MPPE AN : 215 25 L2TP HdE MPPE Jn'
AR 4588 1P OGBS EINLE S L2TP IS5 2510 1P Mk, 15 LAN HidibA—FE
B IP: S PCLE R i 1P ik, 5 2 30003000 X000 XXX X0 XXX XXX
CHAP Secrets: 7 /' uii{fi FH L2TP IR 45 B 1) FH P 44 Rl
R F/ 0 P AREALEE B L DHCP 0L 1P A, R B IX AN LM A AT DL
CHAP Secrets 1% A user T * 2344 password Z5#%*
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®

d—
@: F-DPU100 B EIEHIE AR+
L2TP & P i

L2TPE P&

L2 TP P RIET ®@em OCgA

HFs& DOMAINY\Username |

=7 ' | O sz=@

L2TPIRS S |

2T | =l #f wf 4

T2 T RS o[ o o o

MPPEMDZR :n_m_pe requirad |

MTU | 1450 (¥ 1450)

MRU [ 1450] (48 1450)

NAT ©epr O=zm

SEEFCHAPLAERHS ®s OxF

1E4BP APLATHHS o ©

FEEFLAIERE @g Ox

L2TP AR4548: L2TP R4S %5 1Y 1P Huhik sl B ) DNS 4 FK
WARTFW: L2TP IR 55 &5 N I it a8 1 19 2%
i@ﬂd“lﬁld’@@ L2TP IR 55 %% A DX JIT g 11 oK) 285 i 1)
MPPE A& : /&75 3 FF MPPE % .

MTU: ﬂijzﬁéimﬁm 0-1500

MRU: i K478 0-1500

NAT: o HEE 25 R NAT 288

R 4: L2TP RS 8 FTRRVEH P 4

B L2TP AR S5 25 T SCVF IR P 44 56 o 1) 5 i
SV CHAP IEHMY: &7 L EF chap WAIE

4 PAP i)\iIEW}i)‘( e A4S RF pap WAIE
RYFAETNL: &7 L EFAEDNY

3.3.4.3 OPENVPN

OPENVPN fl} % 3%

BehzEi O wan up @ system
JEEHER: WAN Up-—-EZ R, sys--JFHLEH

AoEisE @ cur O config File

IR 8348, O Router (TUN) @ Bridge (TAP)

B Ei&%: GUI--ATHACE, Config File-—Mit & I E
PR 05 EEAL---B% AR, Bridge-—- MM X
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NA —®
Four_Faith rLI-I]E F-DPU100 BIEEIENFERiAAH

Route /53 :
FAEgHEHE _IZI.III.III.IZI
FFIER 0.0.0.0

R 2% itk OPENVPN Jl 45 i 70 ¥ 1Y WX 4% s bk
FMHERD: OPENVPN AR5 b 70 V6 T W 415
MBI

DHCPHAIHES Opm ©zm
Afsthit [0.0.0.0 :
SR 0.0.0.0
EE 0.0.0.0
T FIHER (0.0.0.0

DHCP AREMEN: Jo A liZEH DHCP A3 BK,
ACEEHbE: OPENVPN fIR 5% sy 70 VF 2% 7 i RO A 46 b i
SEEHbhk: OPENVPN R4S Uiy F0 VF 2% 7 i (1) 25 SR i
RI3E: OPENVPN JIi 55 i 0 125 1 i T ) 5
FRIHERD: OPENVPN IR 55 3 1) Fo VR & ) i - I FE

i 1194 ]

IEjE (UDP v
MEAFE [ Blowfish CBC v
Hash®i% |SHA1 |

i OPENVPN JIR 55 #5 1 th W 3y 11
I PHL: OPENVPN [f1iiiE il UDP B TCP

[Tk 1194)

MEFFRAE: WEINZE s S Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256 CBC,

AES-512 CBC F.fhna

Hash B Hash SyE4R 4L 7 —Fh PR BUELHE 1 777, 45 SHAL, SHA256, SHA512, MD5

ILPEIC PR

TR I IR

Huhike ST AR SR DR e = TBOR BT 370 5 A06 HR 11 2
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Four_Faith rLI-I]E F-DPU100 BIEEIENFERiAAH

BT pm Ozg

A LZ0ESS Opgm © =M

EEEEARR Opgr © =z

MFEPIRIIE PR ®pr O =mF

SRHESCN OCrr ©zH

TUN MTUREE | 1500] (FR+&: 1500)
TCP M55 _ | (Fii+%: Disable)
TLSNEEATIE | Disable v

EPREENE '

fEH LZOo [E48: )3 FH BRI A& R Lzo R 46
ERMEIARSE: o e A e o
RER P IWBIE P U o B o VR B i
ARHER CN: J5HSEEH RYFESE CN

TUNMTU R E: WEIEIER MTU 4

TCP MSS: TCP 4 1 £t K73 BE R/

TLS Mi&fpdE: TLS (Z4ALHZ W INZEFRiE S FF AES-128 SHA Al AES-256 SHA

B EERA . H17T 58 S — S i A
AR CATE S [

NI CAES: RIS HAZE 3 AL CAIET
AR SBIRIES

ANFERIRSG 2RIEF: AR5 250 LTS
IR Bimash '

DH PEMIES

RS 230 FAE . IR 5525 i L B 1 %5
DH PEM iF$: AR5 PEM iE

Motk T EE SE X PR IR = 3R AT 370 5 A0 5 11 )2
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NA —

Four-Faith rLI-I]E F-DPU100 B {EEIEH(ERIRAEP
RS '
CCORRIERIBMLA I

TLSLAIFE4R

IEH T

BUOMNOBLE: R4 MBI B

CCD BRARBRINSCAE:  HoAth (L& 1%

TLS NIEREH: &5 = rKIAIE% A
IEPBHINER: E - SHARERyE

OPENVPN & F ¥

B4 831P/ 230 0.0.0.0 _

m| [ 1194] (Fig: 1194)
BiERE [TUN ]

Bk [upP v

hnaEirite | Blowfish CBC |

Hashii% [SHAL  ~]

neiF 2R ¢ nsCertType ) O

FRE22 1P/ & FR: OPENVPN JIRZ5 281 1P Hihil- 53 4

¥ 0: OPENVPN %5 i ) e T oy 11

BIERA: TUN--BREAR, X TAP--- MM

EIE P uDP AT TCP WML

InEEARdE: JEIE RN bR RS . Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256 CBC,
AES-512 CBC TLF N

Hash B k: Hash 530t 7 —Fhuidi /2 BOE s (1) /7%, L4 SHAL, SHA256, SHA512, MD5
IR RFS

ns IEHRAL: &% CHFF ns iE P55
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Four-Falth @: F DPU1 00 :‘E_% E*}Hfﬁﬁ -LHEH:H

ELHIET “em OzxA

BRALZOESR Opr ©zH

NAT Opm ©=@

TAPSEE| bRl L Opm ©xm

HH TP _ _

TUN MTUEE 1500 (FA: 1500)
TCP MSS ' | (i Disable)
TLSInEE i Disable 52

TLSLAEE A

EnsHEcE

TR s

fEH LZOo [R4E: )3 FHEZE AR Lzo R4k

NAT: Jei I B2E ] NAT 7t Th g

TAP 4552 2 bro PIfT . i3 FHELZE A TAP 41 5E 2 bro MM |
AH 1P M. 5B A HL OPENVN %% 7 3 ) 1P Hbik
TUNMTU R E: WEIEIER MTU 4

TCP MSS: TCP #4515t K43 Bt R/

TLS INFEFRHE: TLS CZEEHZEVU0 IR FF AES-128 SHA F1 AES-256 SHA

TLS NIEFHH: L% )Z M IE %
HHMOBCE : OPENVPN fi % 28 HAh & A MiC B
FTEREHSRIG: S H e S — LK i SR

AR CAIEH

b\_\.
i

L P EmIET

EFETH

AFERR CAEH: RFANE I AFLH CA IETS
AFBPEAET: % ImESS
B F i
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3.3.4.4 IPSEC

EERE R BE
7E IPSEC UL, 2 E7n a0k HA M IPSEC iEH: L HIRE .
EERSEERE

xx LN R = Bt

&R IPSEC ERLII AR,
HKA. YT IPSEC ERE Y K ThRE
BB SanER AN T Ak i bk K7 R
RE: EBAAERPIRS, BRI =Fr, RN P T
FKW: ZAOER R R i AR R 5
R 2R O KSR, R R R, AR
BN, EHCOAET, CHRUMZEE.
BAE: WTUSHZERAT IS, BT A, A BUONMER. duiE. EEE L ATAE
MBS : ZERVER MR ERE, W3 IPSEC I L, TR IRER,
Gt BOUZAERNIER L, Bz s, WRZEERCE AR, sz s,
EEE: R ERIRER AR, RIS IE # R
ffife: M TEROIRER, R E ST EEEARIERN, 2 & miE g
SEAER WA, AL REIER.
Whn: ZIhReFH TR — 2% IPSEC iEHz

NN IPSEC EH B4R %E IPSEC EH:

RKEL: (EIZA HXT IPSEC AKX B M ZhBEHEAT 1648, H AU SCIFREERE RIS S im h RE L F%
TE A SR AR 55 4% T i K A i X

E-7. ¢ |
i) [ Net-to-Net I ERAF v |
IPSECTHEE OEPE CORSiE

EREE. 2SR

EREH
& | | B &
AHEWANED [WAN [v] TRl '
EVEL [ ': R

FHENEEH | f EREEEH

BR: HUbRRZERZ SR, JiE—;
Ja R ERESE ), AR AT R G NLECE AT B R I, W RS I T8 I 161 5K
AL
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Four-Faith erE F-DPU100 B EI1EHE MR
AHLE WAN B2 . G0 (0 A o ik

wREENHE: ST PR A . WFSRA T B E R R SS um Th e, IR AN AT
AHF M 1PSec AHLLRY T LTSS, Filln: 192.168.1.0/24; R R AL, M
ZIE A IS

TAEF M 1PSec X i PR3 W e ¥ FERY, . 192.168.7.0/24; WK FHsi=l, W
ZIETA IS

AH ENARIRRF: @IE AR R, FTLCH 1P R84

TR ENARRRF: @E AR, T 1P R4

Rl A HAE T EEAN (DPD) MIFCES L.

ey

mmorosrE (V] _
rHEER E0 | i) @brtiE g0 | (B i hold v

J I OPD Y. 2758 FZIhEE, FTHFRRE
Bf ] R B A (DPD) F¥YHS (] [a] % ;
FBETE ) 15 EERAG (DPD) BT I [l
PR W EERG IR,
BREE: S HAE T IKE. ESP LUK MRt RS G .

SRk R

BRBSER Y

IKE g |3DES ¥ KEmEH MDS ¥| weoHia [MODP-8192 ]
IKE %5 FI #A El Akt

ESPfn# 3DES v espren (M. ~

IKE+ESP: Use only proposed settings.
Ol zmmsses
& iF U BT S5 (PFS)

Megotiate pavload compression

JEBHERECE: oA, WnT ARG E S — B B B B E R, I, K AR X v E S YR
IKE Jna: IKE BB in 2 7 5
IKE SEEEME: IKE M B e e 7 &
IKE DH /NH: DH 38 e Biig:,
IKE A=A A RA: 08 IKE 2B B, H AT/ AL, BRIACH 0;
ESP IN#F: ESP [N 77
ESP 5. ESP e BT R,
ESP A fpfA#A: W E ESP A ar A, H T UM AL, BRIACH 0;
KABEER: R, WO R i, o 3K
SEFHMBIME: wRITH, WEH PFS, BIMAEH;
INEF R 7T DURTE 77 ZE BRI 2 e UE BUGE, H At aeig Fat =847 07 0.
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FOE::-}@ I'LEIE F-DPU100 B EI1EHE MR
WhiE
® {0 9 R ST
% A # A iR, 509 GE

3.3.4.5 GRE

GRE (Generic Routing Encapsulation, 18 ¥ FH 3125 ) PhsGRnh EEe ) 2% = s (1P A
IPX) AR SO AT B8, (X Ll B 5 AR O RR IS AE ) — NN ER E P Canip)
&% . GRE XM T Tunnel (FFiE) $AKR, s& VPN (Virtual Private Network) P2 = JZ FE1E Bl
W

GREEE
GREREE Ogs Was

i (55 &

2% [Fe

& | PPP £

THEWAN TP 120.42.%6.98 _

SHETA [192.168.5.0/24 |(egi192.188. 1.0/24)
THEREIP [200.200.200.1 ]

HE RSP [200.200.200.5

HETRED [255.255.255.0

WiB: nfkEMEE, HATRZ 0 LA E 12 4 GRE fFiE

RS BHMARE S MATECE R GRE FEiE, A MK A 2T GRE fziE
AR BEIE AR 30 MR

HEid: GRE W Kk#:, HETA LAN [, FlPPP #£*5 1

X% WAN IP: % A XT3t GRE [ WAN [ 1P Hhuhik

X F M GRE X 1™ 1P, 4: 192.168.1.0/24

X uRBEIE IP: XT3 ) GRE B¥iE 1P

A BRF%IE IP: At GRE B&iE 1P Ml

A T ARG . A HL - MRS
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NA —®
Four-Faith rLI-TIE F-DPU100 BIEEIRH{FE AR

b
O]
i
O
1k

il

111N}
i R
| 1
A

e
e |

[
i
it
51|
il
£

fRi&E: JFE/5%H GRE TR
EIRKB: GRE LRI MR K IR EL
EIRFBE: GRE {5 A %A
KWK (RIS SR SR s

Hifi“EE GRE RE"ZE T LIEE GRE HIfE R

GREEEF & |
BE | £# J =5 ) Ex ) mEwaNI HEFR e HmTFmaE | RE Jae |ER ) mm
.3 fff = PPP 120.42.46.92 192.168.5.0,"24 200.200,200.1 200.200.200.5 255.255,.255.0 =
Ex
D
3.3.5 Z4

3.3.5.1 Bjkik
T LUE BRI BT ks, B IR R E 1Y Internet B8E252Y, DLAFHIERE 4 Internet
TR, JE I I e 5 X 4 (1 22 4
B K BE LRI
BB
SPIRA I ® BgR C A

77 < 455 488 5 o) 2% 2z A A DR ZS W (SP) X HE N WR 4% R B ds A b AT A A, S
B kR, PR, SNEER . RAJEH TSP KRS, A fefd ARG K5 Thhg:
TEEAREE . FH I WAN 53R %5,

R miEER

L] g

[] @3 cookies

[ =38 1ava Applets
[ sigactivex

TEPEAREE: ] wan FREEAR 5 8% 7T AE PR N e i 22 4, 3 JE Proxy B HE 46 E R AT wan

RIS 2R U7 ), 1% B HE J5 ) Proxy 198 Bl S % DAZE A iZ Ih R

1L #E Cookies: Cookies & Web W3l fRA71E L LR, 2 Internet ¥ 5538 H. B
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I'LFI:. F-DPU100 B EIEHIE AR+
ikl 218 3] Cookie. Hihii% FIEME T H cookies I I BY S itk A2EH 1% Th g

i3 Java Applets: WIRIEZ Java, NI AT BETCI%FT T4 Java Iﬂﬁfiﬁ’]ﬂj\, Pz ek
HEJE ] Java /MR 7 i I8 B S 3%k DAZE % D g

L8 ActiveX: WIIRIEZE ActiveX, NI RETCIEFT FFHF ActiveX T HAFEMIM T, HfiiZE
EHE S5 ActiveX o i Bl S % PA2E FZ T g

BHIE WAN &R

HitFEBwanOfnEF

PR 1F3F B wan OBEE 2 & (ping)
FHEIDENT € 3RO113 )

Block WAk SMMP access

FHIESRE WAN OB 215K (ping) : @ik« 1EE 4 Internet” & K 55 L THE, & H
ZIRE, MBI L 18 i Y 25 18 52 HoAth Internet 77 Y Ping BCE RN, A5 4038 FH 7 B8 imwe DA
RNERIM L, X —D) R ERVCRE N, &8 AT LA EE £ Internet 53K .

it %€ IDENT(3%5 0 113) X —IhRE A LA 113 3 5 T4 18 A 3 9 2% 22 A i 8 4 3E AT F 4
PR A F RN 113 uif VAT I8, SR SOE SR FHIX —ThRE

REIE SNMP Vi) s iX— I RERH 1SR F 3k ) SNMP 421 3K

SEHESR, RaRERE”, RAFPTEE N, SO B EEh”, M T .

Impede WAN DoS/Bruteforce

Impede WAN DoS/Bruteforce
[ Limit 55H Access

(] Limit Telnet Access

|:| Limit PPTP Server Access

|:| Limit LZTP Server Access

Limit SSH Access: i%IhREFR I 7ok E T4 SSH Ui 1% 3R, X —> 1P &l e 2 5% 2
A SSH EFE K
Limit Telnet Access: 1ZINREFR I TR H M Telnet U5 MiE K, X E—A IPAE /Bl £ %
= 2 /) Telnet ZEHF K .
Limit PPTP Server Access: 45 @3 T PPTP IRS54%, iZINREIR I TR E M ) PPTP V5
WG K, SR —AN IP AR iR 2452 2 4> PPTP IEHE K.
Limit L2TP Server Access: 4Bt 1 L2TP R 4548, ZIhREBR ] 7R B UM H L2TP 5 7]
TR, RE—AS PR B R 2R 2 S L2TP IERE K
HEEHE

WS G TN AT MR AE B T Internet B H &, BIEEANFLER .
H&
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Four-Faith F-DPU100 B1E EIEHERiRA B
A
Sk ©pm O=zm
ArEse B~

NTRFFHEES, dER”, EEibiist, M. MEERARRE, K
BUT T )3 DT
HESES: wEHEH)”, EaignlsicxELrHE.

IR

Em

EFH FH v
B8R BH v
EfE=R BH v

HPAE 3 TR Ak R, XN E R SR H R, R,
EAHE
FOR PIEAEE BN SO NIRRT H &, e H B 1%L

EAHZR

1583.60,49.59 (WY 4000 Accepked
1583.60.49.59 LCP 4000 Accepted
123.58,182.252 TP Ja54 Accepted
123.58.182.252 TP a4 Accepted
123,58, 182,252 TP a4 fccepted
123.58,182.252 TP Jag4 Accepted
123,58, 182,252 TR G54 Accepted
123.58,182.252 TCP 3554 Accepted
123.58,182.252 TCP G54 Accepked
123.58,182.252 TP a5 Accepted
153.60.49.59 LCP 4000 Accepted
153.60.49.59 LCP 4000 Accepted

EHAX
B FEAEE BRI BOL R AN H 3, gt H R L.
EEiH HE%

BlE URL/IP it RS HES
192.168.1.163 122,228.241.6 8000 Accepted
192,181,163 123.58.182.252 v Accepted
192,168.1,163 123.58.182,252 TR v Accepted
192,168.1.163 £1.183.55.217 UDP OO Accepted
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3.3.6 iy RIFR

3.3.6.1 WAN 7jj i
8 H Internet 7 i) DT T AT LA BH 1E BG F0 VRS 8 KB B Internet N HT, AT DL B 45 5E PC
] Internet 15 7] SR B o
o
g1
e
B SR

PCs

O g4 TEMESERY HEAFNRTE A InternetifE .
© sig

BRI TR WS R A sk e AR A P Fh e T, an iR AR 4L7, SR 4k e i H I 7 R S N
() B0 TRl fA] LR AR 555 o SR AR ek o, K BEL L AR5 7 R 70 e i T) B o) 5 7 1) PO s 11
Vi) ; AT LU B 10 2% Internet 1 in) SRS I 4R 2 HY PC 7245 € I 8] BL U7 M) Y Internet R5% o

SR T8I 2 T LAE 310 25 U7 M) S o s o BHIBR AT R — 2% SR, B0 ol il L L 52
G RIRLRIR o

RE: 8 EEE A — 2

SRERZFR: T SNAZN I SRR E — DK

PCs: ZA~H I TomiE% mim e, S AR AR IZ IR 1 PC AR
x

it FH F— = E= B 3k F75
mid
24.hf ®
EiaT o | :l $#1EF I :l

s VA BTSS0S M ST ) 3.
EIRD = A S M S O T
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Four-Faith erE F-DPU100 @IS EIENFER B
S URLH-SHE Webi) &

EE X TEE Web® =

BT URL bk Web 36 1807 DUE I 4 AN B URL S BO0E F5 70 4 3 ) 17 17
R TR Web 3 R ST DUE LB S AE Web U HH A SR HE TR BB A T 1]

EPmilE |

FEAEPRMACHERE » £300 - xXxXxx0ex i xx |

MAC 01 | 00:00:00:00:00:00]
MAC 02 | 00:00:00:00:00:00]
MAC 03 | 00:00:00:00:00:00|
MAC 04 | 00:00:00:00:00:00]
MAC 05 | 00:00:00:00:00:00|
MAC 06 | 00:00:00:00:00:00]
MAC 07 | 00:00:00:00:00:00]
MAC 08 | 00:00:00:00:00:00]
SAEFPRBIPAL

1P 01 192.168.1 0
P 02 1921681 0
P 03 1921681 0
1P 04 192.168.1) 0
IP 05 192.168.1 0
P 06 1921681 0

BAEPRMIPHEE |
IPFEE 01 | ol o[ o o o 0o o] o
P3EE 02 | ol o[ o[ o~ o o o] o
iz
BIEE Internet T7 1] SR A%

1. M“Internet 1y [ SEME™ N 758 HL AR % — 2%
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NA ==®
Four-Falth erE F-DPU100 IB{EEIRHEAHEAP
2. WIARJE FIX —HEmE, ke s A eSS n) SR e
3. TEFTHRAE AT B i N\ g AR
4. Hii<YulH PC FIR H4H, HILCPC FIFR UM, AR IZFEK T PC, Al LMEH MAC
HihikBE#E PC Hubik k45 € PCo WERIEA X —SRBE N H 2 —41 PC, W BUs A\ —4H 1P
HbkERE, STERmES)E, RlRA R E”, RAEFTERES, B2 BUE )
B, SERIESE RPAX— & M.
5. T X AR SRS AR R[] . X — SEmE AR A B H B IR B R, Z RN
— SR A AR B BEVE L, B RE24 NS
6. MIRAELE LR R VFUT AR URL Huhk (e s, JUI7E <« URL Hbhk> 5% i) b2 B Y
i NBE—/ URL Hitik,
7. ANSRARAE LA B R Fo VEUT A TR G 3l DU <O il X 5 1 1) B B N
UNT S S N
8. HThLRAT BB IR H R ORAT X SR WS AL 2, WAL 0 S (150 B, ) B o < BT 2Bl
55
HE
Lo BRI R (B A 8, W P G PR A SRS AU A AE 487, S AH DG S ff
FECE BIERF R E . WREREN RIS E %, RAEESEINERE %, WA
e, MR S5 R AE -
2. JEEEENAR G EA B RERN B IZAT, JCHIE(E RN IR BOEE E AL E 2 S5
RAEE BN B R, B EEARRUS, AR A BFED NTP BRI IRSS 25, WFR
% H AR AR A 1] DA R AH DG 2 Bf Bz ) D g IE A HRAT

3.3.6.2 URLZIE

L GEAE BH 1k R P i U AR E 1 /4L, B www.sina.com . TI] BLilIE URL i€
TIRESEHL .
URL it JE R
Ui B &s
URLIE 3EThER O A @ =@

30 | DR S L AR (v

TS Ceig iy N EEE
| WP ERTS § URL

| 1 W, Sid. COm

SR e _
TTEER URL [+ |

REZFFE U TRMEMNE: X e vryy i LA URL ik,
EFFFEUT R ML IR & 5 e ORI R 2 ik, 2558 5T HAR 9 URL
Hudik .
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3.3.6.3 BRI

T SRR 1 e e Al I A S FEHLIEN Internet, EUEPBHIEKRH Internet ffHhLk
B fs, nr Ll pEas se i,

BiEmdE

BREETE  gm O =g

o EEme TANRSET v
BHAEIE. 2O R aiLiEDRE.

KW

EFRFEUTHNBARR: EFICE H 2 N s 6, Sl b ro s .
REBAFE AT RNKIBIRE: RRUNRra 8 SO s 6, 258 P Hofh i s
.

outout

a3.0.8.0/0 I- 65535 a3.0.0.0/0

H A SR g RN 512 22 91t L8 e O B DRI o i SR ] B e o B — T, e rpont
I, JEa) IR L, SRR AR S IR A 1

E i L |
il HAe w
v [ TCP/UDP v

s [ 1}[6ss3s]
B | of[ ol ol of| o
fzah | o] of[ o[ o 4

s it 8 R0 0]
W0 E B AL SRR . R 1, H s O, JERaEr, B RgsbbE 240
2T T,
77 IH]
Input: FHEEM WAN D3| LAN
Outpu: #HEEM LAN HE| WAN O
PR BRI IR,
TR O B AL g 1
B B O B B rm .
TRHbhE: s R Ptk
H ek HARarHE P k.
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Four-Faith rLI-TIE F-DPU100 BIEEIRH{FE AR
3.3.7 NAT

3.3.7.1 ¥HO¥k

Uit VG g T 3 B 2% A SRS, 1 web IRZ5 28| ftp IR 45 22 8 HAth % 1) internet
M & Internet SAHFEFFRAEH internet U5 17 kA8 H DI R R FHFR T »

S EE 5
B B

e
web Cltce s | mzaessat| | osooo| | tszaesaaz| | e
(Ftp | (=R [ 19zaeesie] [ 24| [ asmassaaz] | o]

RLFHARFR: (2N FHRE SR 400 7 Be N S AN B AR e (1 44 7 o

W g —Fh R &R UDP B TCP Vil , PiaE 4 [FIE BIE BE R0
FSEVFHOUR 1P JEH: 7EiZA2N Internet HI ™ A TP Hhik.

eI e AEIZAZIFEON HUIR S5 T 0 AN o 1 20 5

IP bk g NSEAEAL internet F 77 A (IR 5545 (1 P9 190 TP Hshik

B RIS e AEIZA IR 55 BT H 4 A B 1 6 5

B R, R PTE 2 DRSS . SRETCEON AN CRIEFE

SERITHEEUE, PdiRAFRE . RAATTEREN, B0 Bl BUESE i
REUGH S, WEMERA T AN, FEES, A ES.

3.3.7.2 WAOWGEEER

JE R B AR Y 0] R SR R E I VS LA BE IE S 21T, 4\ Internet & H X HEAN Uiy
I 3 =R B, (5 FE L 2 X S P R IR BR E FTE HNL. T 2258, nReE
Uity 1 3 AN PR ) 7 TE AR AR FH B8 S i 1 b, G SRS FEAE B % 1 4%k, WO “ s FH 7 R0k
HEE BT N 258 FH 20w 1 3%

mOBEEE

web-tFtp | 19z.168.1.16]
| | | o] | o | 0.0.0,0] F

i | wEhE
MR 5N IR P i - BO N NN FH AR e 10 44 7
FEOR: i e R YA TR R T A3 115
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|E|=| F-DPU100 i@ {5 & I24L1E F iR+
%ﬁ By N ity 11 28 3 L ) 8 Ry 1155

P AR R UDP 803 TCP Wl , T35 A RIS I e 15 0 Fe i

IP Hhht: % N IEAELL Internet F P 05 1) A AR &5 %5 (1 P X TP stk

JBR: RS FONE, B REATE U 2 0 L A R RS . BRAE T E N EER CRIERD .

SERITHEEUE, Pl RAFRE . RAATTEREN, B0 Bl BUESEh i
REUGH S, WEEEA T AN, FEEER, A EE.

3.3.7.3 DMZ

DMZ DR i — % FH 7 5% T Internet, AT AR & IR SS - DMZ AL [E I ) —
HaL O i R BT B 1, DR R (AR o g FT R, i DA 6 R T R 4¢ 45, Tl DMIZ &
BUWFT FF BT (v 1, TSR EE T Internet.

FEHK (DMZ)

DMZ

oMz ® BR O A
DMZEHLIPHLAE 192.168.1, | 160]

LA H DMz DR, 1EFEEH, ZJEEDMZ EHL 1P Hidk” 7 B A THEAL 1P Mk

SERITHEEUE, PdiRAFRE . RAATTEREN, B0 Bl BUESE i
REUGH S, WEEEAT AN, FEEER, R EE.

3.3.8 QoS iXH

3.3.8.1 #H&

i/ QOs Thae T LA 73 sl R il _EA%ANR i, I H AT OSRRE N ip B0 MAC 7 e
.

QosSEE

FBQos ® B8R O =/
| [ wan v'

R LS HTE v

A% (kbps) | 1000

T (kops) | zo00)]

A% (kbps) : %A HIAAARD AL BAERIAY 5, FESERRAE A A, — ORI A I B K

Wi ) 80%] 90%.

T (kbps) : ZAZHIBEARDECLE FEMW S, LAY, —BONERTIE B &R
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NA —®
Four_Faith rLI-TIE F-DPU100 BIEEIENFERiAAH

T [ 80%% 90% .

3.3.8.2 #rk

Netmask R 5E)B P
Metmask G 3C B
Ll 192, 168.1.1/24 [Exempt C TEEFR) v
] 182, 168.2.3/24 |standard CHFHE) |
.4 i92.168.3.4/32 [Express (H56) v |
] 192, 166.4.5/72 [ Bulk € {8 ) >

of[ o[ ol olf[ o

TR LUy — N5 T8 1 1P Mkl S 1P Y Bl (¥ BT I 4 5 R S U .

MAL B : RRGPLME T ALY, Hi A2 RGOS T H AR R R e 2 o1,
HALTUFARE RN RS (Premium) . 58 (Express) . dn#E (Standard) . 1i&
(Bulk) &
AR AAEAZIR (Exempt) 20l FIEHRR, Hoal 56 RS2 R TR, ASSZBR By o8 A H
Tl DY R S g (1) 5% Z 0 T FTidk «

W BAL BT Max_Up, T3 29 Max_Down, “QOS % & " 1) EAE BRIy Uplink,
N E PR 9 Downlink, A~ 52 FR R £ 85 It (1) 37 F: 1% %6 4 Exempt_Rate_Up #1 Exempt_Rate_Do.

M HAdAR e 2 e F AL 95~ : mini(Max _Up— Exempt_Rate_Up, Uplink);

HAAR e s S #1796 4: mini(Max _Downlink— Exempt_Rate_Do, Downlink).
HARTUMR R
FEANSZ PRI B R R R % S8 5 5 R R AR 1Ry 5 ] LR DU R A e R B T AR 95 — e I B
B BE, AR TR AR AR %5 1000kbps, T %K 1000kbps, BLE A VU5 HdE i, HAR LS
AR S brE A, TR SRR LA AT B SN -

EAEgE: (75/100) * Uplink ;  (75/100) * Downlink

flie:  (15/100) *Uplink 5 (15/100) * Downlink

trdE:  (10/100) *Uplink ;  (10/100) * Downlink

fik: 1000bit (JLFA0) ; 1000bit (JLFH0) ;
XFARAR e, H A% T EGE AR 1000bit, 4 AR e R I BRI RIETERRL T, A5 EE;
2 A — PO B R A%, 2R R B B RS2 PR TQOS W B H I EAE R T 2R
il 5
R HREKLERZFIN TS MAC LA netmask L 562 3 HI 240, I PAB G s n
R0 2 K0 Ay

3.3.9 MH

3.3.9.1 FOMNH
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NA =®
o S F-DPU100 iB{EEIEHE AR
EEAE O T @G E LT Console MM & H . XA Console 14 1] ARC B f5 5 i £
CE R, s EEN NE T HE O TeP/IP /7. @R E, BEEENL Console OEA
— AN O R %, B AR T — & 0UE DTU W&

o mlond @ gR O=zH
W [ 115200 v
2 [e1¥]

Lkt [11]

il ET

it EE

F LB AF I 8 1 S H0R

i [TeroTy) ¥
IR it [120.42.46.98
IR R0 [ss501 |
BEEH |12345678001 |
#ED 12345678
e 60 |

BRER: RRREEOERNTE, W HMER %A 115200,57600,38400,19200 %5 .
BARAr: BAELIMA BT 4. 5. 6. 7. 8%, FN—NFER. BH KM ASCH Y. M
RALFF AR, FERTER e AL

ZEikbr: ER—NTFREIEME RARE. TRLZ 1. 1.5 60, 2 i E

Kl Rom— B0 T R A 248006 7 e A3 ARSI W b 7 3

WA AL A 3R 5 AT 40 P b 7 5K

P RE
UDP(DTU): & I¥% UDP 4%, & HE XNHEWM, 58455 T — & IU{E IP MODEM [T
RE-

4fi UDP: FRUERE D% UDP EEHE.

TCP(DTU): H H#e TCP &, S HENXMNHEZEMIN, 4% FTF—&0U{E IP MODEM 1)
fit.

a8 TCP : PRUERIE D% TCP EEHE.

TCP ARZ%8: HruEf TCP ARG 28 i%E %

TCST: H & X[ TCP &+

MRS aedbl: il EEEALE 0% TCP 27 #H 7 845 P AR AR 5 Hh O 1P ik BS54 .
AR S5 28 v O s AU IR 55 A o2 B P 1 11
B&SHE: W&NIDS, 11 FHNEIEARTH . RA 9P E% E B “UDP(DTU)”
B “TCP(DTU)” I 51X /N B A 2K
%% ID: 8 MFATMEIE T4 8, RA A% B K “UDP(DTU)”
B “TCP(DTU)” I 51X /N B T A 2K
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Four—Faith IEI:. F-DPU100 i@ {E &R HLIFE iR+
BB (E] (BB ok LIS (B TR R, R 4 PR AL B R “UDP(DTU)”  “TCP(DTU)”

(B A 3% T B T A

H5E OB OBk

HE X EMa: Ea

3.3.9.2 JAEMRMH

SR
EERS ® mE O =
Bl
EEEE 1w
EEEHE ®=m O =H
RERS
——— ®mR O =F
) |Modbus RTU v |
FHIE | v |
FEEAE(S)
SiEB(s) o]
e B

Ml

||chn[:| mdhs.coil ||1

||d1n0.mdbs.dlsc HZ

| mdbs.hold IE 300 4 | state ¥
”chnﬂl.mdbs.input ||4 ||4t]D ||4 || state ¥ |
||chno.devz.col  |[1 100 32 bt v
TCPE~ ¥
R st 192.168.7.127
kEERLS 502
HiEiRS
RS CrRA ©=H
BB R 7R L OIS, BRI P A R AR 55 sl i IR 5
KEMRF:MENI R &KEEE .

B R 5 5 VR O ML T 55 i B (R BER AR 15
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—_F®
Fo!:.:a"ith (= F-DPU100 B {5 SR E R Z A
MLy W2 (AT BB . SZRFI B A ¢ modbus RTU,modbus ASCII, Modbus
TCP,bacnet mstp,bacnet BIP,IEC101,IEC104.
Wi W B BEREHT . HATSCRA E O, tep/udp L.

e 'ModbusRTU v |
=Es [ v
FEERR(s) 2‘3

(=) 500

Sferm 3

vodbse ]
EINN PN TR T N N T
Lo JE IE Il [be_~
2 [E Jlo Il (o]

Modbus B34 BH

MApLHERE: FFEEVF R &bk, (0~255)

B BFR: QUEEIE S, F T AR A A B4

LR Bl (T READ A 1) AR HH S ¥ B A LR e B2 4R S R 2R P8 43 B — A2k Bl FR R IRES
4 1=ON Hl 0= OFF. #H—EdE 751 LSB (RARA R A4 il b F-hEfo . 3
BRI IR, —BERIXA A s b, IR S 827 A AL S AL T .
SR B B\ E e R i 5 B T R R TR (— BRI
B o FATEEIR U T HE 1 e AL

LB B (THRERG A 2): MR 48 H5 e 35 1 A A LU AR i 1 SC R 1 B R SN 0 A — NN
RN 1=0N FI 0= OFF. BE— AR T LSB CRAKA &AL BFELE W 1] F-hk Y
BN HERNMKIREHE, —EBIXAFAT Ao 1k, FRLE S 8071 o WAL B =L
NG ot SRR [ R N B AN\ A3, o R R i 5 B0 7 IR AR B (— B3
FHWIEA) o P EEIRUL T R R e BT

ARG FFER(THRERGN 37— MEFR &, LT e B2 LR KR 27 A7 A IE SRR I A 25
RN A (TIRREN a): e — DN R & rh, 8 A X DD e A S U N a7 A7 A S ) A

e

7.
Y | Bacnet MSTP v |
MSTP MAC 123 ]
SEtt 20001

BACNET i #5439

MSTP MAC:fH T bacnet F-hE1) MAC Hitil .
&N KRR BAIE S .

g | IEC60870_5_101 ¥ |
geemtmyt 123
IEC B3 7P R4 L
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) IEC60870_5_101 ¥

EEFEFTRE L=
ASDUA BN FTEE 1v
EEEFTEE i
AT EEA(s)

SEEFEEE(E)

Bl HEEREE(s)

EEZEEHE(s)

ERETEER(s)

T1(104)

T2(104)

T3(104)

ERRHhRE: H T &Sk,
AStht: SHEM IR, A& mHL.
RIZRFFFKE:101 Pl —Bh 1 D7, 104 Bh—Rh 2 AT
ASDU A Ftiihb 247K BE:101 Phill — My 1 N7, 104 Bl — Ml 2 M.
15 BRI K101 il —Mh 2 N1, 104 Bl —h 3 AT
B P B 33 5 3l [ AT I A [R5 T LB
KB G ) B 4 e i AR AT AR A TE S, 35 1 0 AU RAS I W A5 T T A IR AS B S AT [
oL H A
B — R B BA:— AR BRI 18 A 1 I 55
EEE R AR SR Bt
R T A B B R U B A L, T I R IR B R IR AR S TR I B B A TS T
uﬁ%ﬁiﬁ%ﬁﬁﬁ%%ﬁw
2: W FE AR SO BRI, RIE S B
Bkﬁlmiﬁ,kﬁwﬁmo
E AR T R IE LI EE B JA] .
BEAERY: EHOEIRCCIREL.
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] v | fie

R FHE N0 S RCED, WA E UL LB, RESHERHRSH S, Bt
BER M, AN, EEAEL BN, Bkt N8 BBERSEAL, IR EAL, ks
Lo

KENF CIEEE R, IFH SRR

=0 EEE2
FE=0 [=01 7]
EEEA o zm O=8
EEE 115200 v |
HE
=l [17]
w (E 7]
P [z 7]

B 1 &% 43t B

R g F il & CUR 7 )E

fEFERO: SOH AN ATl

BRER: RRREEOAERNTE, MR %A 115200,57600,38400,19200 %5 .
IO BAROIAINBTLAE 4. 5. 6. 7. 8%, MM — 7R MW A ASCI %, ME
TR UaE, SEmthse i,

ZIbfr: ER-ADFHRIENS AR E. TR 1AL 1.5 67 2 A LT

K% Fon— 80 TR A 246 . A AR Se w Al g 5.

WA AL 3R 5 AR AE B 50 P b 7 5K

w0
IBEsEEni 102.168.9.68

EEERLS 2404
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Four-Faith I'Ll-'l=. F-DPU100 iB{EETENE R ERAH

R g5 a8 v bl od AR A FAL R R TCP R HEAT IEAE A IR S5 L) 1P ik B I
o
RS a5 05 Bl IR Ss h O AR e T )

W TCPERSEE ¥

s ]
a0 WA AR IR S5 R P (3 11
=0 P 7|
BBEsEst 192.168.9.68
EEEs0s 2404 |

UDP: #riHEEf 4e UDP EHE.

48 A 55 8 5y
RS
HERS ®pm O=m
e ModbusRTU v |

bt 2

—
2000 ||chni} mdbs.coil v | | EEE v| [bit ]

2 3000 || chn0.mdbs.disc v | |EZmE v | |bit v |

3 i*ﬂmﬂ ||chn[].mdh5.cail v | ZmssmE | short v |

4 5000 | [chno.mdbs.input v | @ s v | [short v |

|

&0 | TCPEE ¥ |

s 2404

HH M 5550 23 (G B UK B0 R 0 AH R, T2 SR AL R I 55

ML W A B M. SCRFEMNA . modbus RTU,modbus ASCII, Modbus
TCP,bacnet mstp,bacnet BIP,IEC101,IEC104.

Modbus T EE 4

BB : 2k 25 Modbus A [F] 1) Th e RS 5 £df s AH G . 32 B IC B 00 45
Pk (Modbus #2aftil), HAEAFR G2 REERER A , Thaehd, HaERA.

IEC BB S
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- HEEH

|2EIIIIEI || chn0.mdbs.coil ¥ | | == v | | bit | -
2 2001 [ chno.mdbs.coil ¥ | [@= ¥ | [bit v |
3 2002 || chn0.mdbs.coil ¥ | |2z v| (bt v|
4 IZL‘IDE || chn0.mdbs.coil ¥ | | i@ v | |bit v |
5 1000 | mdbs.hold v | [=m v|  [short v |
5 1001 | mdbs.hold v | [=m v|  [short v]
7 11002 | mdbs.hold v | [=m v [short v ]
8 1003 [ mdbs. hold v | [=m v|  [short v |
g 2000 |[chn0.mdbs.input v | [massgem v | [t v |
10 3001 |[chn0.mdbs.input ¥ | [egzgem v | [int v |
11 2004 |[ chn0.deva.coil v | [z v [bit v
12 2005 [ chno.devz.coll v | [@= v [bit v

PERRHLRE: TR k.
AStHihl: SRR HELHFE, 2.
RIZRFFFKE:101 Pl — A 1 D7, 104 BR—R 2 AN
ASDU AZthb 72K EE:101 Vil — o 1 AN, 104 Thil— /M 2 MET .
5 BARZH K101 Tl — BN 2 N5, 104 PRll—fh 3 i,
B B WU KR B B B VA B A TR, R N R e I IR S TR B B A
TLA% 4RSI BT, 2 I o
T2: I PR SO BRI, K% S BfTA .
Bk%;%iﬁ,kﬁwﬁmo
BWBECE:H TSR, BB BN, SCBEE R AR DR E MR, Bk

3.3.10 &

3.3.10.1 B
X T AT A O X 4% A B G PR o (KA T BEALIh RS, MTTARIE VG 1) 5 24,

EEER
BFRE LT ren |
AT
ESiRA sssssieininanies |
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Four-Falth @: F-DPU100 j 1_ _‘_kkfﬂjﬂ'{fﬁﬁlﬁﬁﬁ%
B EE K AT 32 NFERF, AMFE AR TN SOZA R E R % i — 2,
2B B AR .
LA
BRAINH 4 /2&: admin.
PATRZI R BB BRI RS admin, XL ATA R PR B U ) AAS Sl 5
FRPLAS R %5 T4 N IEH A5 B BENLE RS, A nT LU IRl A A
Web 17 [
T EE SR VAT HTTP B ERL HTTPS P SR BEE B FENL . a0 REEBEEH L DhRE, I
TETIEW B3 . B0 7T LUROE B4R IS & FEHLBE B 0T AR aT DL B i R4 itk
TGN IER P 2 D) .

Webik =

FH HTTP [ HTTPS
EIEhRIRR ¢ B =

HEFR DT R REE R ®@pr O=m
RS R AT EBEe Oegms

Wrill: web DU SCHRFRIPMSELRE HTTP A HTTPS

BERIF (B : A% Web FL HZRIHTH ] AIFG . 0 Fm ¢ HIX AR .
BAERNRGEEMR: £5)HHABAIERARGEEMIT
REGEEMEEBEY: 255 HRSEE ML Ry Thhe

EEEH

WebREEE ©pm Oszgm

HERAHTTRS

WebREHED | 8080 (Fmi&: 8080, $aM: 1 - 65535)
SSHERE BH #H

SSHITIRIO (742 22, 7a@: 1 - 65535)
TelnetEE Opm ©@=m

Web ﬁﬁ‘m‘ﬁ JH:IJJ B0 VR I I N MO R B A B L. BRI TRR, IR
FEOARE, R **ﬁﬁ BE HILIhRE, HIEREE A, J-JFﬁﬁﬁ i _E R E o 1 (BRIA 2
8080) , ILFEE BUEEE HNL. WIRIRIEBA W EEN, LLBAUNEH CRYEEEBEILX
EE’J%W\EZ‘E%
FLURFEEHIEAEEENL, BEN httpr//xoxxoxox.xxx:8080 (x f8ZR AIE(E & LML Internet IP
bk, 8080 ARFEFEE Mam 1) , FEREAIM TU WE AR HbEA o RSk R fan Nl A5 7 EEALAY
B,
W ERAE{F H HTTPS, BT EFEE URL N https://xxx.xxx.xxx.xxx:8080 (F-IF ArG 1) [F] 14 # > F7
SSL I E )
SSH B H: M nI LUS A SSH SR FE 22 4 117 Il A5 8 BEML . 17 =, A8 T /# SSH sFH it 21
WHE, WL IRSS DU V7 A 35 2 N2 .
T

T AR R 1 BRI VT iR) DhRe R JE A, A AT A 03 (5 B AL Internet IP Mk Al

Page 67 of 84

bk 1] HE 95 X B = e KT 370 5 Ao k11 )2
W4k : www.four-faith.com 2RIk . 400-8838-199 Fi%: 0592-6300320 1% H: 0592-5912735


http://192.168.1.1/help/HServices.asp

Four-Falth @: F DPU1 00 1%% EHHEFH -LHEH:H

i, K] LA R S AL W B
Telnet BHH: J7 H k2 FEFE Telnet ThAE

Cron
Cron ©er O=R
Cron PRAMESE |

Cron: cron HIF RGE, VR RIZEHATH Linux dr4o IRESEBRAE A Hh 5 248 ] ar 47 808
BRI .
BEIEE

onf

it | Tﬁﬁqﬂj{( 'E'.ihjpl:rr"'ueu."l' Chinese) [

S WEMEE RIS R 5 2R, SRR SO,

REEH
REEH ©rm OzA
wE BRSSP 166.111.8.238
REEEESSERO 40001 (Bik: 40001, 2@ 1 - 65525
et A 8] R &0 (B cORMERE: 1 - 999)
wERS 85555555
FH/BEST 139590993008
AR AR Router

BEEH: Wi HE IR E RS i A G E ST TR, S2H8ECE .
WIFI |5 B s,

3.3.10.2 fR¥EFIES)

5E B )
EHER
ERES ® s O=F
ialFE ) ® 3600
TEYRERIRT(E] ©

PRAT LR E e E )T
TEIS xxx #b 2 5 H 5
S —HEE HIAN ), e REE .
B
RN EFEEGEEEN . EEEAREP, Cron EIHLFHEFE .
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Four-Faith rLI-TIE F-DPU100 BIEEIRH{FE AR

3.3.10.3 1%
4 BT LLET Web SRS AT Ay 247« BBy 3 N SCAS X 32k 51 HL 5 diis 47 i 2440

5
BewES

=iy

EiTars B Aadlies

BN EE s

BATMA: BT LLET Web FMEITH 21T BB BN AR X IRIE H A dis 17 a4
AT .

REFNBINTRS: 0T DURAEJE 3008 (5 S AL R AT I Ly 217 . FarN Ay
AT) BISCAX I, AE AT RENEINTES.

PRI NFRHIR S 10T DURAT S P (5 AL 7E AT I L iy 247 o FaT N
AT) BRI, ARJE RS RN KHIE L.

RN KB4 RRRJA BN KB, BT LLEAT —2 [ E XY iptables $84 . H AP k1
P4 (RBE—NAT) BICARIXIR, FF S d IRA7E BT K EEHE 4

BRAERNEENTES: HE XIES AL /tmp/custom.sh SCAF. #&RT DAY B2 4T 80 fH F cron
KA E .. MABAR S (RAAE—NaAT) BSCRKIE, Jfadi/FAE E a4 .

AN

(

4
pinl

f

I

|
0

o

(Rf

3.3.10.4 ) ERIA
Bhies
TREHTHA O ®x

PR BRME Rl R EHDFRAABCE, BITARERTWESIW) E. ERERERIA
BCEN, EIMRra s ERe LR BN E N R HAER, WA E
gn

3.3.10.5 B ALK

B

Rigi/E » Sr3) TEE v

TEIER— RIS | | B |

BT w5 AR ] DA 3850 15 4 B b o O AR [T R A K% £E www.four- faith.com F &

Page 69 of 84

Motk T EE SE X PR IR = 3R AT 370 5 A0 5 11 )2
W4k : www.four-faith.com 2RIk . 400-8838-199 Fi%: 0592-6300320 1% H: 0592-5912735


http://www.four-faith.com
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TR A T A 1 LA T ER T I Th g

B ETHOGE S EALN R, TRE S BAIECE B, Uk, RO T 2R
S AN I B S TR B B

Rl#)E, AR W URAELE T s B A BN B AR BRI B, i i T
BIE

BB, PTG E RSO, S T SR TR B T . TR T A
JUA3- b (AR ), 75 A4S B2 5 P R 5 ot B 4

3.3.10.6 &4

AT -5 845 & AL G B SO AT %4 Bk &
#itE

SHREE

2E & EHERE SN T EI A .

E
BEEE
HEE—T ARSI B -

[B1l&]

R SR E I HHR2 S it B0 i 2 0.
WA AR R A S mn R e

X Ay Tt '.'.!
E=hl e
RIS pLalE

ORI IS B BN L AC B ST &0, W &L 2 e, W R R B R B
ITHAE

WK S IEAE B BN EC B SCE, P wieicd, RIS Uz G, EIRR R R
BT ERAE . BRI & S, B PR ik .

3.3.11 ]RE

3.3.11.1 S BN
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i

=R Four-Faith

pirte— Four-Faith

BT DPU100 v1.0 (Jun 7 2018 07:40:49) std - build 3157M
MACHEE 54:00:B4:BE: AB:DA

EiE=

WAN i8S

LAN &

=g Wed, 13 Jun 2018 14:05:17

i={TEE & min

&R RILIEEEHENM A, aTIERE SEARE B

RS @ EEENNES, BRAEEA, ArEk

Bl fpRAS:  BORIEERA S, BRGNS E, AE

MAC Hiht: N T WAN ) MAC Hihik, 7] DLZE 3 B > MAC Hiuhik 7 B iz 0k
FH4: WEEHEMENA, TR RE S EARRE BN

WAN 4.  WAN L3804, 1T DR E > BRI B &k

LAN B4:  LAN DR384, B RGE w4, Aaligok

ATt El: RGO HL [

BATEE: RS AT IR A

M
FrA A H 125192 kB / 131072 kB
T 04436 kB / 125192 kB
[=hEE: 30756 kB / 125192 kB
ZEhE 3416 kB f 30756 kB
24T 12024 kB / 30756 kB
R 10724 kB / 30756 kB
FHEHAT 6636 kB f 30756 kB

FRATH:  Frfa T A RAM K/ CRIA 38 P A7 3 25 — S T B A7 A0 P A 1) — gk AR AS /D
N W RGEEBERMEHINAE, & WA/ T 500kB N2 H 5,

EfF A CAfHPINAE, Fra ral H R A7 2 2 H A7

ZIPX: B XA FH I AT, AP0 CL & o B 9 A7 B R 2 X A

BEF: W A 2S  (cache memory) FHEINAERT K/

R T SR ASE FH v P 402 1 B v T % P A 8 DT SO R

JEfERS: ST BB R G A A DU SRR
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NA F==®
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Four-Faith

F-DPU100 j&15

EIRH G A

Fg
P g E RO
TEEhEIIPIERE

1P 38 48 B K ¥ D 4 -

4086
128

T 4096, T DALEE FE

. \ s e NS _
ESHT 1P &R SERTREIN RS iE I 1P &, A il LUE B W R Fos
AEhRIPERE a1
1 UDP 30 192.168.8.81 255.2593.250.205 2634 UNREPLIED
2 UDP 42 192.168.8.81 255.255.255.255 2634 UNREPLIED
3 UDp 21 192.168.8.72 255.255.255.255 2634 UNREPLIED
4 UDP 15 192.168.8.81 255.255.255.255 2654 UNREPLIED
5 UDP 12 192.168.8.81 255.255.255.255 2654 UNREPLIED
& LUDP 27 192.168.8.72 255.255.255.255 2654 UNREPLIED
7 UDP 30 192.168.8.681 255.255.255.255 2654 UNREPLIED
8 TCP 8 192.168.1.120 192.168.1.1 80 CLOSE
g LDP 3 192.168.8.81 295.255.255.255 2634 UNREPLIED
10 UDP 30 192.168.8.72 255.255.255.255 2634 UNREPLIED
11 TCP 3599 192.168.1.120 192.168.1.1 80 ESTABLISHED
12 UDP 24 192.168.8.81 255.255.255.255 2654 UNREPLIED
13 UDP 48 192.168.8.72 255.255.255.255 2654 UNREPLIED
14 UDP 15 192.168.8.81 295.2553.250.205 2634 UNREPLIED
15 UDP 3 192.168.8.72 255.255.255.255 2634 UNREPLIED
16 UDP 3] 192.168.8.72 255.255.255.255 2634 UNREPLIED
17 UDP 21 192.168.8.81 255.255.255.255 2654 UNREPLIED
18 UDP 51 192.168.8.81 255.255.255.255 2654 UNREPLIED
18 UDP 1.5 192.168.8.72 255.255.255.255 2654 UNREPLIED
20 UDP 43 192.168.8.81 295.255.250.200 2634 UNREPLIED
21 UDP 45 192.168.8.72 293.295.200.200 2634 UNREPLIED
22 UDP 42 192.168.8.81 255.255.255.255 2634 UNREPLIED
23 UDP 18 192.168.8.81 255.255.255.255 2634 UNREFPLIED
24 UDP 192.168.8.72 255.255.255.255 2654 UNREPLIED
25 UDP 57 192.168.8.72 255.255.255.255 2654 UNREPLIED
26 UDP 27 192.168.8.81 255.255.255.255 2654 UNREPLIED
27 UDP 51 192.168.8.72 2993.295.200.200 2634 UNREPLIED
28 UDP 18 192.168.8.81 253.255.255.200 2634 UNREPLIED
. \ e
EEH P . SAESh P SR
W IEFERIPMY
. ERERHEN R
SRyEHhE: SRIER 1P Huhl
— .
AR, AR 1P Mk
N Sl —
MR 2FR: RIS DS
RE: BoRiED) IP FIEAIRES
3.3.11.2 WAN
Al -
e BEhBlE - DHCP
A E] TArF

EEERAE, G457 Moy 2E5H, §AS 1P, H )AL E -DHCP, PPPOE, PPTP, L2TP, 3G/UMTS.
CEEENE: CLERE DRR ), FERE ER L R AT

Huhike ST AR SR DR e = TBOR BT 370 5 A06 HR 11 2
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IPHihE 0.0.0.0
TR 0.0.0.0
[E 0.0.0.0
DNS 1
DNS 2
DNS 3

IP Hiuhik: E(SEFENL WAN CFRECEI) 1P ik
TR, GBS TN WAN 3R ECS] 1)1 X AL
W% S B FHL WAN CI3ECE) 9 5%

P

DNS1, DNS2, DNS3: JH{ZHE FHAL WAN I3REH| A5 — DNS, %5 DNS,

FH e 0 days 23:50:06

s

AR RHFE]: DHCP 7730 T 5 FISEL R 1P Hbdik A 78 43 B [
DHCP B : Fjit DHCP bk
DHCP £23H: 2: 1 DHCP J7 USRI R 1P ik, BRIAZEHA N 1 K

BRI Bl | BiFERE

BFRRA: WAN D FNERSRA
WP Wit R IRG
., ERCLWITRIRS

fEERER ZTE-ENVDO MODULE
BRI -79 dBm
PR SER COMA/HDR

BidhER: 3G/UMTS J5 I R He 2 A
fE5 BB : 3G/UMTS J5 s AR BB H (5 5 5
WIZERT: 3G/UMTS J5 I FRAR B 11 ) % S5 7Y
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