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ELDHCPAT#E

DHCP KA: {45 DHCP filt 5% #5 ! DHCP A #% W3 i
# BCE K DHCP # 5 &4 U4 A\ DHCP IR 55 &bk, 4k

DHCP 28 |DHCP 658 v |

DHCP B4 | 0} oj !3-2-:- .F'..f

DHCP flR%#8: DHCP 7] HIRHMEBIAG H. WRMEH D2 DHCP ka4, =
A B DHCP k%4, WIEE“2E . 25 /RE$E: DHCP % & 2% WA N\ AH R 1) DHCP Iz
%% 1P,
RELE IP Hihik: A NJEE] 1-254 Fa N —/NEE, T DHCP JIRZS#E0BC 1P Hukik i (it 46
o PFUAASES 1 2SERIN 1P Hidiky 192.168.1.1, Frbk, #4G IP Hihb4Ziy 192.168.1.2
B R(E S EE 192.168.1.254 /NIEUE . BRIARHEZSE IP Hihk A 192.168.1.100
B K DHCP P #: i NEAE DHCP 445400 1P Hhuhkpyf K .. XA 0E
AgeitEid 253, H P dgigHihlin B~ HOAN e KT 255, BRIANEUEY 50.
B URFAIR E: 15302 IP il MZEH P G 1P sihk A2 . SN DL o g By
IR, XRE, ZA A T XAEA IP Mk, shas IP Mk, S ashaicsa i
P ANEENZS IP Hihk. BRINEE Y 1440 205k, ARFE 1 K. A[EHE 6 HE 0-99999
A DNS (1-3): AT R4 (DNS) F T ELIKPAE Ik 42 Bl W 5T 44 B0 Fs M EL1G I
bk URL GEARECAE). &1 ISP 20544 —14 DNS RS20 1P Hutik.
A LN Z X =4 DNS JiR455% IP Huhk. @A sbshhl, w7 LK B IEE TAER
DNS 55 #s i Hig v 17 .
WINS: WM& KRG FEM 4 RS (WINS) & HLS BN EAT B ah 4 — G oK. W
A WINS k4545, WZAEX BN ZRS 0 P Hitk. B0, AIESAEATHLE,
Page 20 of 73



F5936 WIFI Router 1 F¥#i8HH

DNSMasq: 1384 I A 38 204508, B nd™ g B HLET, KA DNSMasq 1] LLN 7%
rBC 1P sk A1 DNS, A4 % DNSMasq, NISK A dhepd Ak 45 8T WAL IP Huhik A1 DNS

B [A] 5 B

NTPE P ®@er Oz

GLLES [UTC+08:00 ]

40 (DST) SARE—EHE - SARE—EHE v
BEBI/EHE "

NTP & P ¥ JFa FIEE RN RGN IR U — A it Thig, RIS E REG (R

BIX: 7612 XEE 12 X, @ [ O e B e

B4r: RE A R E R E

RS2 IPIENLALFR: R NTP RS20 IP Hidlk, MK 32 MFE/&, BN RS SERINER
55 %

REHERS 8]

R [2002[] 3 12)[ 1o m}{ 15]

NRGHERS 1], USRI R 504 I (i a], BEE, WESCR G E] . O R SR (12D
RE, RFARAETCIEIRAE] NTP 55 (i, mT LAF5h08 RGN

TRBEE, Rl RERE R E SUE AR, Fh N R A S R, e
B S L A R B B . 5 B B T B AR A I

3.3.1.2 317 DNS(DDNS)

R A Internet ARG IP Mk tHISE RSN, B 2SRRI IR1F 1) 1P Hhhik 4B
ATREA—FE . TEXFPE LT AT LUR FH &0 4 IR 5s, AR R VIR M — AN 4, 23
GRS R A M AT I Eh A IP Mok XA, U R4 A AT LAUG 1) B8 8 BoE
Internet IP Hhhit

DDNS fR45: ik Er 2 A DDNS IR %5%%, Wi: DynDNS, freedns, Zoneedit, NO-IP,
3322, easyDNS, TZO, DynSIP. i&n]LLE 4T E X

DONS IR% (3322019 v
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APE :

=5 | [
E=73 :' '
28 B2

AR O

TR BRI @s @z

FiF4: FHP 7 DDNS & #EM I 4, SKKE 64 N4

BfG: 7 DDNS R4S 8831 M H P 2B N 50D, KK 32 N fF
FEH4: H P 1E DDNS RSS2 HIEM LA, H Al i KB IR 8 FR
R AFEPIRSGAHA—FE

WBECRF: 275 S FRERT, By OFF. ON % *.host.3322.0rg %7 T host.3322.0rg

ANGE R SR 1P A2 T /5 mAE A s FH AR 1P el

S HIE RS [ s (Fi%: 10 &, $aE: 1 - 60)

SRBIERTIAIRG: SAR, BB R RBCR 5] 2% SE s & DNS iR 5548

pons ik
Fri Mov 25 13:53:32 2011 INADYN: Started 'TMADYM Advanced version 1.96-ADY' - dynamic DNS updater.
Fri Mov 25 13:53:32 2011: INADYN: IP read from cache file is '192, 168.5. 222", No update required.
Fri Mov 25 13:53:32 2011: I:INADYN: IP address for alias 'testsixin, 3322.0rg’ needs update to '192. 165.58. 38
Fri Mov 25 13:53:33 2011: LINADYM: Alias 'testsixin, 3322.0rg’ to IP '192, 168.8. 38" updated successfully.

M|

=k

SRR HEDEERIRS, CemERETHER

EdUR, R R BRE R A ARG, B SRR A R A S R R, B

%
B Bl e RO S . 1 B B T R A

3.3.1.3 MAC Hiht 5%

HLE ISP AT BEEORBVEM R MAC M. 4n REAE HFE MK MAC #idik, 5T DAY

% H A5 MAC $ihik e f 9 S AE ISP VE M) MAC Hiulik

%
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©pm O=zA
TRELANCIMAC | oo aal{ BBl ccl obl| 44
HREWANCIMAC [ ool{ aal{ eBl{ cc}{ oo}{ 45|

ERHIPCHMACHIE

TRRETLEMAC | ooff aal{ Bef{ ccl{ DDl 46|

Mac Hihik e e r] LA 3 M4y, — A2 LAN Hseke, —/NMe WAN ke, 5—A4
T MAC itk se g, FEERMAM A, 56— MAC Htihtoy 48 £, ANREBLEMRZHRN
Mok, ROES— ST RAZON S 55 = T EZN LAN A BT brO JEHAE—ii2, FTLh
W bro ¥ MAC #idik B LAN ¥ MAC #idik 5 54 MAC Hbik 8 /IME €

3.3.1.4 HHEKH
FE R R H U b, W] DAV B AT BRI S B o X TR, U FH M e

THE@Es
T e Y

TR B IEmRE TR, R MESILE Internet FEir &L, AR FFERIN B E M
K T RZHM ), BEUAEHRIRD aREAE M % B A B b as 0 th 2hg, U
e A% o

RN
shEE e

#O kL v |

ZINRELE M AR I N AN o] o B0 25 6 b DO 815 5 b 2% e 8 BT N 28 A1 J= vh i 4 2 o8 gk AT E
R, 55 AR AR RS e 3R . 1 BAR B URR H b2 8] 1 55 /)N B 50 e TP 285 0, 114 4%
R
Z0F WAN i FHEh A B i Thae, 1R WAN o 220 LAN FIOEZest o i Thae, Eik
£ LAN&WLAN. ZX} WAN 1 LAN [Fi 5 FZ IR, IR . E0 A Sds 15 gt
1B ASEE HIhRE, IERFFBRIAEZEH .

N

LR H AR 53— A 2 2 ) B B R AS B, T ERAS BE e F R A R s B — AN T AT R
B (iR e P28 A5 B AU 2R 58 LB 2% 1T TS 1 52 IR R AR )
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BEEd

IEERERS 1() v Rk

B BB | |
B3 [ 0

EHILAN IP | ol of o o
T D | ol off ol o
EES | ol off ol o
im | LAN & WLAN s

ST

HEHERERS: 1-50 MRS h

BEEAZAR: HIE B A AR, AT BRI 25 74

BbA % W) H ARk 2 (8] Bt AR R AL, VE 0-9999

EHE LAN IP: 5 IP Huhl 2 525 i% th i) H A0 2% s E N sk

TR IR E H AP Uk AT R > P2 R 2, WA R 3 EALER )

PISC: IX FO VR A A H 2% B L2 T AT IR 2R ) R SR B0 5 1) TP b

O W EAR IP b FTERALE, WIS LAN FIGZEL WAN (Internet) £535 1)
[l

FEMIER B B ARl TEIEE B A EE haR S, S BRI . EAE AT
SRR R E R, A BB ER TR

BmEE AAE |
192.168.8.1 255.255.255.255 0.0.0.0 VAN

192.168.1.0 2553.255.255.0 0.0.0.0 LAN & WLAN

192.168.8.0 255.255.255.0 0.0.0.0 WAN

169.254.0.0 255.255.0.0 0.0.0.0 WAN

0.0.0.0 0.0.0.0 192.168.8.1 WAN

RallER

B, Rl RERE R SUE AR, Fh N R A S A R, e
BT BB L AR B B . 5 B BT R A

3.3.1.5 VLANs
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YLAN

-
REE!
_-__- Pl

._.
=
[
&

2

2| ]| E][E]E]

8

10

11
12

%

13

14

AEAAAAA AN AN BN MD
08 L 8 0 R L R R
ANANANANASN BN M@AD
DDDDDDDDDDDDDD!

135

VLANs Tht 2 T LR H P E W EE R K 2 A F M VALN 0, RS X
VLAN1-VLAN15 X4 15 4> VLAN [, {Bmﬁtlfﬂaﬁlﬁm,\ﬁM\, Hrh WAN [1—4, LAN

44, iiEECmEZEL S, RS LAN DR WAN CAREERI4 AR —A VLAN [

3.3.1.6 M%

Il FF
Bridge 0 | bro| sTP|off & Prio| 32768) MTU| 1500

vlanD ral

Brg-RIE M. QIR —DEI RN, SR . STP A MM HLINSES , IRAT Lk
BN . BARmET, B mom el

Br&p-fRIREIMBE:  SCVF SR AL A RO 1 B DA ST A

LB ERIIR: DR AR YIR
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BIRRB BRI T
FERVE M S sl I A, AR5 B N R
lER FiHE
Bridge 0 | bro| sTP[oOff v Prio| 32768| MTU| 1500]
Bridge 1 | bri| sTp|oOff 3] Prio| 32768| MTU| 1500 SR

PRI QU MR IE I, 25— bro AERMIFFII PR, STP ARRZ ST 5 A2 e ¥0 %,
Prio AR MM PRI IS5 40, Bor B MURSEZollim, MTU AUCRECR BT 2R
A 1500, AT E, WIMIER, SRS miih ORAF B LA, U0 H BILA S 7o ) DA A o P P

AR PR

Bridge 0 | bro| sTP[Off ] Prio| 32768| MTU| 1500 JEES
Bridge 1 | bri1| sTP[Off js] Prio| 32768| MTU| 1500| JEHES
TPt | 192 18] 2|{ 1]

FRIE | 255 255/ 255} o

EETWA = DVAE A T 7O oo A ) = D sy A £ 21 R SN A
R RPN 5 7T LS R

1E®BIFEE

Assignment 0 Interface [eth2 »| prio| 63| IS

none

PEORFEIRFN M, FT DAEAS [F )3 R IR I C 2 QI 47 R, n4E br1 KR
FEUR$E 1 Ay ra0 40 (RPEZAZE D, W FFR
IE®3BIFE

Assignment 0 bri 8| Interface R0 &) Pricn| 63| ez

o Prio fREMSER, HHZDEOYEIER— MR HE . MRS R

. A B A AR

TR XA O B — 2 WAN D1, NAZAST LAGEE, A Ih g J A2
T LAN i, AR5 WAN HEE5E

AYVE R, WAE L HT IR AR BRI SR 112, a0
HEihrEN*

no wlan0
no rall

i
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FEE br1 MMt B DHCP sy bk Thae, IF ik E £ % DHCP Thig, M
%% DHCPD /128

mORE

FIEEE eth2 O © ma
FISEEEE vianD Oxme © mag
FIERECE ra0 O #ime ©mg
PIERERE apclo O © me
FIEACE wds0 O #me © mg
FIEALE wdsl Oz ©ma
FIESERE wds2 O xm © mg
FERCE wds3 O © mag
FSSEEE brl O © ma

WMARE: RCESNmOREE, BT A— ra0 S H 4 i

FIRECE ra0 © #me O me

M | 1500]

$HIEFER Cpr ©=H
Masquerade / MAT @ pm O zH

TPHiHE [ & «f df ¥
FRHERD [ o)l o of o

EFEAM T DL B O H R ENE, AR T
MTU: & K1E5 5ot

HFFER: &0 EHARELRIGE

Masquerade/NAT: ;&5 /3 H Masquerade/NAT

IP Hihik: 5 raO (1) IP Hikik, ASEE A1 O 803 P e
FWAERG: 0 b T R

ZHOHCPRE R
DHCP 0 (a0 &|[on ] start| 100] Max| 50 Leasetime| 3600]

Z % DHCPD: ff ] DHCP k4. 72 i DHCP AR4s a3 s idshn, BUa] d BAH ED 1Y)
Be B, oA B —AMREREL B MM 2R CRZEERLE % eth0), 25 = AMREZE )5 DHCP
IiRe, Start [RERIFLEIIHNEZE 2/, Max R Z /1AL DHCP & /4%, Leasetime fX
KRB i LI R, BRALA AR, B IS e R AT B B s A AR
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EE: Rfg—MES/EAE R RE, A TUEE N4, AR —&kI%EZ 4 DHCP

(7 I 14

3.3.2 %

3.3.21 EXRE

ERNEEO wio [2.4 GHz)

FoanRlsg

® gR O zA

HIPEDO ra0 - S5ID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]

FLERAET,
AT

802 11n FERHET,
FLEEMIERAE ( 551D )
FLLRmE

SE R

1

FeEssIol iE
FlEEERE

B0

JBH: JFiE WIFL,
M. i WIFL,

(RS AP v
[N e
EEr
|dd-junjinlee
[11-2.4626rz ¥
|40 MHz (v |

[upper ]

® gR O zA

O #i © P

TR AP. & /. Ad-hoc. W4k, gk UM%k .

TR EAE R :

B4 [FII#F 802.11b. 802.11g. 802.11n FruEM T LK % -
BG-iB4&: [FI 4 802.11b. 802.11g Frifk: ) T Lk ¥ 4%

U B: R 802.11b bRt T4k k% .

X G: H3Hr 802.11g Frifk (L L 4 .

NG-I1B4&: [FI 3+ 802.11g. 802.11n Fruf ) L ¥ 4% .

U N:

R3CHF 802.11n FrifEI oLk B %

8021.11n AR 7ETLAL MR AN NI, A% HAR A
S fEehE, EEPRETT, B HE 802.11a/blg 1% {3 F AR R A AI0E 13 FH A
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Xefem et &, RIS T 802.11alb/g ¥+ 18 FAH[F I AIE, 1 RIEHE B

RE AR R . R
B MBS B &, (e Rk,

To £k W 2% 44 (SSID): Tt £k W 45 v i A BE 4% FL 2 (M I 2% 448K, T e (1 SSID 52 —Ff#.SSID

IR I, R KNG, REH—IT 32 ©54F.

TLIE: A 113 PUBE AR, EZANTLRBEIET, 1HR RS e B & A

EEEER
PUBEREE: 20MHZ 5 40MHZ m]fftk$%.
SEAM: AE N 4A0MHZ B, W& upper 5K lower.
Jo£k SSID ) #%:
JaF: ] #% SSID.
2H. [ SSID.
£ Be B -
CFFEE: MrEslghes b, — BT, i5EE ONE.
RUFEE: BAEMEIRHSEL, IPHIEFEFIRE.

FsRELE ® xmg O Bine
SHIERE S OCgR ©zA
Masquerade [ MAT ® R O=H
IPHtE [ 102).[ 1s8]]

TR [ 255].[ 255

REMEE O AR A I — A R . IR e, AR RR, AR RREAE .

EfEO
Efl#E N ral 551D [dd-wrt_vap] HWAddr [I]I]:AA:BB:EE:DD:IE]
TRk iR ( 55100 |clc-wrt_vap
FLBSSID 16 ©pR O=zR
AP 7 O ©=zR
FlRERE O ©omes

AP ST KA I TCR R P Bl e R, R BEVT I AP JERZ [ E M 45
EE: RAARE: RES, AESCEERAT, TR A “LLEE T

s, H R i, R E R

3.3.2.2 TR ZE

Tolk 2z e U T X I To 2 W 2% (1) 2 PR AT T B . ARR th 3L 7 Fhc e e

BOASEH, AR e o 2 e, 1 miai BT SZ B A2
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xeEES wlo |
$¥IFENO rad SSID [dd-junjinlee] HWAddr [00:A4:BB:CC:DD:15]
=28, = |
FIF
ELEZL wio |

WMEENO ra0d SSID [four-faith] HWAdDdr [00:0C:43:30:52:79]

e b [ wep v

EHseR @ Fm O H=w50

B SR 1 D203 D4

nas | 64 bits 10 hex digits/5 ASCIL v |
ASCII/HEX O ascn @ HEX

1BITHEE 1111111111111 |
T4 1 |2527Fe8597 |

=4 2 [154D10D294

T4 3 [pocazeisas |

T4 4 [31F1ADB558

WEP: & —FiEARMINE Hik, < rEAu WPA.
ERER: o] DL T et = .
BRIMERIS . B2 1-554 4 T i 5 — AN g hn s 48 (R 35 41
fn# . 45764 bit 10 hex digits/5 ASCII”,”128 bit 26 hex digits/13 ASCII”. 7 Al B AT 4154
FRETF BN -

64 bit 10 hex digits/5 ASCII: & — 48 10 A7 16 3§ (1) 7455 5 7 ASCII i3
o

128 bit 26 hex digits/13 ASCII: &—/M& 5N 26 £ 10 il #4813 £ ASCII
(EEZEN
ASCIIHEX: ASCII &% %14y ASCII 15,

HEX, &% 16 4.

BATHEIE: R REHN A THE
HEA - 4 TTULFB) IS T el b AR AR SN R AT R AR R

Page 30 of 73



F5936 WIFI Router 1 F¥#i8HH

FEESE wlD

WIE N rad S5ID [dd-junjinlee] HWAddr [.I.ZI_I_II:AA:BI_}:ED:DD:IS]\
FER | WP4 Persanal ha
WRARE | AES 4
WRATEETRER ssessnee
A e[l ERR C B ) 3600)

Ol g7l

(F 2600, fel) 1 - 99999)

WPA Personal/WPA2 Personal/WPA2 Person Mixed: 2 fit = WPA &%, TKIP #1
AES, TKIP+AES, XHzh&nZ& ., TKIP+AES, HiEH TKIP 5t AES. WPA Person

Mixed, 01 WPA Personal 1 WPA2 Personal % /7 i iR & o

WPA HE&4H.  8-63 (i 74, HFEHE T4 K.
S S A AR (FD): 1-99999.

HEE O ra0 SSID [dd-junjinlee] HwAddr [00:A4:BB:CC:DD:15]

i WRA Enterprise *|
WRAH % |AES |

Radius 454 IR S S Hh [ 102][ 1se][  1].[ 110
Radius 7 1R 88501 1812 |

RadiusEi #2560 E—

THAE R ERE ¢ B 3600

(W 1812

0O 87=m0

WPA Enterprise/WPA2 Enterprise/WPA2 Enterprise Mixed: 1\ WPA/WPA2 %,

% i 28 7 % 4% Radius X 1F IR 5555 .
WPA &% :AES/TKIP/TPIP+AES.

Radius XS HUIR &2 bt 223 #3110 Radius iR 45 %% 1P,
Radius X AUR %2855 0 Radius IR458% L, radius Ik 45 8 H i) 11 .
Radius $H3LE %4 Radius 55 28 M1 2% 2 18] i JL 228541

2 %H 58 it 1] [R) B (F): 1-99999.

3.3.3 |R%

3.3.3.1 JR%

DHCP %%

DHCP Ak 55 2 MR A B % 70 Be 1P sk, U] DLBE AN S5, AR5 2 E 0l _ERCE

RE O/ K —T DHCP HIRFikIIfE
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DHCP R#3&
CHCPd B hoiEIn

[ | Ii ] =

DNSMasq

DNSMasq At DNS %5 2% . XK i S NN DHCP (BhSRIEAS) 1 H
PP KR DNS AR 55 88 (155 /2 A28 A7 1 DNS 2% H 11 44 FR o A i () DNS 1 JR 45 k4 _E ) DHCP
B AR R S BN A DHCP EHL4

DNSMasq

DNSMasg ®er O =zH
FEHIDNS OpR ©=m
No DNS Rebind ©pr Oz
DNSMasq FTE

A DNS: KA DNS, 6% & i a] DLk & DNS AR 4s 5%
No DNS Rebind: J& F i & Al LA 1k 38T &7 0 46 B 2% Y 36 Web (981, & —Fh e

LA it
DNSMasq M inEdi: Al AR E A —LEAMIET, MR E SRR E .
Blhn.

Ed & o fic Hh hik:

dhcp-host=AB:CD:EF:11:22:33,192.168.0.10,myhost,myhost.domain,12h
BRI L% E  dhep-lease-max=2
DHCP k% #:1 IP yul# : dhcp-range=192.168.0.110,192.168.0.111,12h

SNMP

SNMP (fii] B[ 2487 BRSO o 38— RS2 I 28 8 B P . Bidis et SNMP X REE
1743k . SNMP AELS A2 G 0F 5 /PR E RS, 1) ARl o B — R I 2% 0% CHL AR
e PR HTEE A RMHR SRS HOVE S, A B 2% s H . BRI MIB (G2
BREE) hIEEEE. MIB 2 ML, 1T E SCT AR AR LK AT DL
A CELUndT I BRG] T
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SHMP
SHIMP

E

R

Eati
HiEBETF
EEEHET

©pr O =zm

:_UHKITDL‘\'H
:-I'I;IDt
fiFnur-Fath
[publc:

| private

PrE: v e BN, % HE X

BR&R: S NMSE

2R HPESL NSRS

Rk /e MSE w25, RAERR
BEEREE: HPE MS% w8, BABERIR

SSHD

JE F SSHD JR 55 et fe Vil i SSH % 7 i i 2z R 15 i) 1% ) % £h 25 OB AR 4t

Secure Shell

S5Hd

S5H TCPSE

EHER
im0

FE

©em O zH
OCrpm ©=zm
©eR O zH
22| (Fh: 22)

SSH TCP #k: /& 753 HF TCP ¥R U

FREFR: B0 HEEE R

M. ¥E SSHD i, BRINRGTICE M 22 b1
BAEA: R EB0E, BUAEN R SR A 4

RGHE
FHEAL
FHEE
BT
TR 5

®pm Oxm
@R O=so

AR M&SH 0, R AN T E R E IR A 1P
TREARG A X ARG H SRR 1P ik

Telnet

K — M2l P, EHE AT Internet LKA TCP/IP (R4 . &R LA SR ¥ 23

Page 33 of 73



F5936 WIFI Router 1 F¥#i8HH

FET ENLE R B FE W & TR T IEAT
Telnet

Telnet @ pr O =z
Telnet: 5 H 82t Telnet Dike

WAN & it 43
WANR R i+ 53
tiraffePIPiTe ®pm O=zA

Ttraff P9 #ERE: o HEFE SRS IIRE

3.34 VPN

3.3.4.1 PPTP

PPTP fR4552%
PPTPEZ 3
PPTPIRS: 52 ®pr O =F
A Cpr © =
3E%IMPPENNEE @pm O=g
DHS1 '
DIS2
WINS1
WINS2
Ir&a31P
EFRP
H=H AP EE(CHAP Secrets)

IR R TR A PPTP 4% 2% 0 R Th Rk
3| MPPE fn%: 2% 2l PPTP %4 MPPE Jin%
DNS1, DNS2, WINS1, WINS2: % & {r1)5— DNS, % — DNS, % — WINS, % — WINS
MR%2% 1P f AN R 1E N PPTP IRZS4 10 IP thll, I5 LAN HubbA—F,
B IP: ECLE % ) IP Mk, #2008 XXX XXX XXX XXX-XXX
CHAP Secrets: % /7 uiiffi | PPTP Hi 45 i (19 P 42 Al i
ER: B/ IP AREAE H4s DHCP 2B IP B8, R BRI AuF LA/ ER AT L
CHAP Secrets 1304 user 25k * 25 ¥4 password Z54%*
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PPTP % /' ¥
PPTPEF &
PPTPE P ® g O=m
IR& BB IPREDNSETR | |
2T [ o[ o o[ q
T2 FIER [ & = @i
MPPENDE mppe required
MTU [ 1450 (F0+&: 1450)
MR | 1450 (¥ 1450)
NAT @ gr Oxm
BFrPa | DOMAINY\Username _
AT I | O grem

fR45%% IP 5 DNS £ #%: PPTP 45 #5110 IP ik ok %t B ¥ DNS 48K
MREFM: L PPTP IR45 231 4 M

TR T PPTP RS 281 TP HE Y

MPPE fn#: 25 3#F MPPE % .

MTU: & K1&% 5.7t 0-1500

MRU: & K#EU 7t 0-1500

NAT: Jo FHEEZEH NAT 7k

FF4: PPTP 4548t R ir I - 44

HRG: PPTP HR45 28T L VF I P 44 06 I I 6

3.3.4.2 L2TP

L2TP AR5 28
L2TPRS S
L2 TPARS SBIETH ® 4 ©un
SE¥IMPPENDSE ® gr O =q
R85 1P
FEFIRIP

FHUFE P ERBCHAP Sacrets)

& MPPE % . &5 2l L2TP #dls MPPE n%

MR%538 1P HNEREHAS1E N L2TP R4 23 1P shdik, S5 LAN Ml A —#f.

B IP: SrBCLe & i) 1P kb, %2009 X000 XXX XXX =XXX. XXX XXX. XXX

CHAP Secrets: %/ utiffi il L2TP A 45 i (19 P 44 fll iy

ER: B/ IP ANGERE 4 DHCP 2B IP R, R EZIXAEHE LU AR AT B
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CHAP Secrets %3y user Z¥#&* 4 #% password 4% *

L2TP & F ¥
L2TPE P&
L2 TP P RIET ®@em OCgA
HFs& DOMAINY\Username |
=9 | O 2xewn
L2TPIRS S |
2T | =l #f wf 4
T2 T RS o[ o o o
MPPEMDZR :n_mpe requirad '
MTU 1450 | (#: 1450)
MRU 1450 (8 1450)
NAT ©epr O=zm
ST CHAPLAERE ®e OF
1E4EP APLAEHHS g O=x
FEEFLAIERE @g Ox

L2TP AR #%: L2TP 454510 IP Hhhk 5% Bif¥ DNS 44 %%
TREFM: L2TP AR 5525 19 X BT & F 9 2%

WREF MRS L2TP AR 5525 P X AT I8 1 90 45 H 1
MPPE fn#: 253+ MPPE % .

MTU: & K14 5.7t 0-1500

MRU: & K#EUH7t 0-1500

NAT: Jo FHEEZEH NAT 7k

R 4. L2TP M54 o r I - 44

HRG: L2TP ARS8 T FUVE IO P 4 6 N 1R 56
fo¥F CHAP AEHMY: 275 32 FF chap AiE

4 PAP YEWMY: 2 S IE4 S pap AiE
RVFAE I &7 SRR MY

3.3.4.3 OPENVPN
OPENVPN R % %%

BahER O wan Up @ system
JEEh2KA. WAN Up—- L£i )52 ], System-—JFHLE

MEi#E ® Gur © config File

IR& 848 O Router (TuN) @ Bridge (TAP)

BB &%: GUI--FIHACE, Config File—ft & {4l &

RN : Router—iHH, Bridge---MIik
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Route 5 R:
Flsg e 0.0.0.0
FFfER 0.0.0.0

& Hizk: OPENVPN AR 553 £0 7 ) X 2% 3 ik
FMFERL: OPENVPN JIZ 5% bt 50 ¥ ()1 P HE AL

P IER
DHCPHAIES Opm ©xm
fefsit [0.0.0.0 :
STt [0.0.0.0
EES 10.0.0.0
- FIHERY 0.0.0.0

DHCP RR¥EM: J5 H skt DHCP ARELHE
feipHhbl: OPENVPN AR 55 ity 78 125 7 ity (1) 2 46 Hh bk
gETRHhE: OPENVPN R 55 bifs 7 V5 75 1 oify (1 45 SR bk
M2E: OPENVPN R 25 i 50 15 7% ) it R ¢
FRIHERG: OPENVPN R 55 i (¥ fo V5 2 7 bt 1 W HE D

| 1194] (F: 1194)
LG UDP

pliEzs o [ Blowfish CBC [+

HashEi% |SHAL |&

30 : OPENVPN JIR 5% #8311

JEiEHHY: OPENVPN filii& i UDP 5 TCP

DN FRUE: JEIE N5 bR AE L4 . Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256
CBC, AES-512 CBC Tifins

Hash ¥%: Hash Sy ft | —Fp ol /2 BUEds 19 732, 4% SHA1, SHA256, SHA512,
MD5 PUFh 5%

0 B IR
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LRI T

R 70

EE AP
IFEFRAIERR
REFEFECN

TUN MTUEE

TCP MSS
TLSINZE4RHE
EPRTERE

OFL
O gH
O gH
OF=]::

OF -

© =R/

OF-3--

C zm

OF-3--
(F¥: 1500)
(FAi%: Disable)

{5/ LZO FE48: o HEzE LR A LZO K 4q
EEABRIAMSE: 5 A agh A e A 5%
RFEFIWBIZ U o FH e F fovr e 7 21 25 7 i
RHFER CN: HHBZEHAFES CN
TUN MTU # 8. WE®ER MTU HE
TCP MSS: TCP % ity K43 BL ok
TLS Mn#ESR#E: TLS (ZAeLHmENU0 INEaiE sk AES-128 SHA 1 AES-256 SHA
BPUEBRRA: BT @ U — SR i A

AR CAREF

AFERR CAEF: JIRSTEFIE 7 i AL CAET

A HAIR S SRIET

AFEKIRST A IRUEFS: IR 5548 I HOAE

Ne % adimasH

H PEMIES

R S5 a8 mALE IR 55 4 i 50 B I 2 )

DH PEMIiEH: R% A PEM iE1
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AECE

CCOREFERIB LA

TLSLAIFE4R

ERRIERE

BOMIACE : 55 s A BAAC &

CCD BEZEBRANICAF: HoAb i SC iR
TLS ETH: 2o &)= INEH ]
ERREHFIR: E L RIEH R

OPENVPN & /i

IBEBIP/ 45 0.0.0.0 _

| [ 1194] (FRi%: 1194)
BiginE [TUN s

B [upp ¥]

Dns 4wt | Blowfish CBC |w

Hashii% [sHAL v

nejEHEHER ¢ nsCertTipe ) ]

RG22 1P / &FR: OPENVPN JIR2% 2411 IP Hbhl 5535 4

%5 0: OPENVPN % 7 i [ 5 U 3 11

BIEWA: TUN---ESHEEL, 2 TAP--- M X

EEH: UDP 1 TCP #hil

DN FRUE: JEIE NS5 bR i L4 . Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256
CBC, AES-512 CBC Tifins

Hash $¥%: Hash Sk gt | —Fp ol /2 BEds 19 732, 4% SHA1, SHA256, SHA512,
MD5 PUFh 5%

ns iEHRE: S IRF ns IE A
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BT pE Ozm

BRALZOESR OpR ©zH

NAT Cepr ©=zR

TAPSEB|broRIT L Cpm ©=zA

EHPHLLE .

TUN MTUEE 1500 | (FA¥&: 1500)
TCP M55 ' : (74 : Disable)
TLSHD= R Disable w

TLSIAEE A

Tl =y

TR s

fEF LZO [E48: )3 FH a2k F AL da s i LZO R4

NAT: o FHEZE ) NAT 288 RE

TAP 4852 2| bro WHF £ 5 HEZEH TAP 465 2| bro M

AH IP Huhl: B AHh OPENVN % /i i) 1P ik

TUN MTU #® 8. WE@ER MTU HE

TCP MSS: TCP % ity K43 BL ok

TLS Mn#ESR#E: TLS (AL HmENU0 INEaiE s Rk AES-128 SHA 1 AES-256 SHA
TLS EZEH: &2 MRS

BN E: OPENVPN fi 45 2% HAh A 4 M

BT BREHSRES: BN o X — el SR

- FERR CAIEH

L PERIE

k‘_\_\.
|

EFF A

AFERR CAEY: RS A % ui A SLH) CAUEFS
AFE RIS : &) ik
A & i &Y

3.3.4.4 IPSEC
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ERRES B R AE
£ IPSEC UUIH, 2 f7n HHT s BAT 1 IPSEC E#: K HARE
EERAREME
== LA R’ 30

&#R: IPSEC &M LK,
HKR: YT IPSEC 42 19K K Ifig
BRI SRREERA T ARG HIE . X sk B oS R
R EEAARPIRE, BIL=FR, RN PR T
RW: AR R R EBEE R
W ZAEEC TG RER, JRRET R R, EE AR
BN EHCOAE, CRMEHZIEIE.
BefE: WTUSHZEBT IO, BAra IR, S B0O0MBR. gidE. B KAEGE.
MR : ZERVES MR ER:, WS IPSEC il iy, IREmEiRE,
G BUUZAERNIERS S, Bz s, WREERE AR, FEnEiZEe:,
EER: 2R ERIRERYNRE, EHRRIEE R IER,
fEfe: MG TR ARIREN, RGE S ST EIEBERIER, GG R miE &
SCAERs WA, A REIER.
;. ZIhEEH TR — 4 IPSEC HH:.

%N IPSEC &R signis IPSEC &

KR FEZAH X IPSEC B s M ThREHEAT 3, H AT SCRFREIE R U2 7 o T RE
R T A 2 10 R 55 4 D e S AR i 5

. |
2R [Net-to-NetEHLERAF v |
IPSECTHEE GEpi ORSE

BEEE. ZPHEE VEEREAIEE S

EREE
& | | B 2
AW ANED WAN ¥ AR

FHFF [ | EEFR

AHEAEER | ERENEER

&R U R ZER AR, BiE—;

Ja F: B EH, WNZAKIERAE KRGS BT B BR AR IR, W I8 S B oK s

AL

AN WAN 0. 3838 10 A i b

RN X 1) IPAS4 . W FRA T BRI AR %S uh ThAg, WHZIE AN AT 3

AHLFM: IPSec AR 7 W T IFERD, fFll1: 192.168.1.0/24; Wit R A & Hsi =,
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WZETA AT IS

WEFW: IPSec X {Re ¥ M & T MHERS, #ilin: 192.168.7.0/24; SR LKA,
W ZIETA T IS

A A EHFFRRF: BIE AR, 0L 1P R4

TR ENFRRA: WE IR, e 1P IS4 .

. ZAEAE TEEEN (DPD) KR EEE.

¥

amorosm [ _
rfEER 60 | () gabfbiEl (60 | () 4% hold v

J& F DPD &l 2753 FiZahee, T8RRI
B TR RO KR e EELEREAGIN (DPD) (s A] [A] b
ABETET (A]: BB EEAGI (DPD) B[] 5
Bl W EEBSIERIE.
BEME: SEHOS T IKE. ESP UL R B 250 i &

SRk R

BABZRE Y

IKE g 3DES ¥ KEmEH MDS ¥| weoHia | MODP-8152 v
IKE %5 FI #A El Akt

ESPfn# 3DES v espren (M. ~

IKE+ESP: Use only proposed settings.
Ol zmmsses
& iF U BT S5 (PFS)

Megotiate pavload compression

JEREEEE: J5H, Wy DL E 5 — B R I B R, 7SI, KRR X o s PR s
IKE tn%s: IKE BB inas 7 2

IKE 528 : IKE M Befse 8 7 %5

IKE DH /NH: DH A2 ik,

IKE AR WE IKE A AY, Hur UM, BRACH 0;

ESP In#: ESP [fns 7 :;

ESP 52#ik. ESP eIt %,

ESP Ay E#H: W& ESP MEMAN, Hurbl/h ARAL, BRH 0;
RABEBENR: WRITH, WP O R B a0, A5 0 385
SRFEHARMBIME: WHEITH, WEH PFS, HUAEH;

IES R 1T LURYE 75 ZLe P 2 H s B U B, B AT A P s )y =0,
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Wik
® A S A
% R 3 i, 50930 i

3.3.4.5 GRE

GRE (Generic Routing Encapsulation, i F 325 ) B X Le 25 Z 6
IP ATIPX) HIE s SO AT 32, ik e gl df 28 i B i SCRERE 75 5 — DN Z P
IP) Hf&%i. GRE XM T Tunnel ([%iE) iR, /& VPN (Virtual Private Network) [
= ZPEIE

GREBEE

GRER&:E Oegs @us

B : =5 ¥

2% [FF

B |PPP w

HEWAN TP 120.42.%6.98

FHEF W [192.158.5.0/24 |(egi192.188. 1.0/24)
THEREP [200.200.200.1 ]

HE RSP [200.200.200.5

HEF RS [255.255.255.0

W TEREE, HAtRZ U E 12 4% GRE fFiE

R JAFHAARE R LRTECE ) GRE B, WAL XM 2417 GRE f#iE
2R BEIE M AR EK 30 MERF

#id: GRE k¥, HAETA LAN [, #1PPP &5 M

Xt WAN IP: % A% GRE ¥ WAN [ [P Hitik

XM : GRE X3 ()7 M IP, 41: 192.168.1.0/24

XF b iE IP: X (1) GRE B%iE IP

ABBEE IP: AH GRE [%i# IP il

AU T INHERG . At T R
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2z @z Oz=
EH R NG|
=HEIE =
EUEE (22 w

Ri&: JTA /5 GRE fRiF
BEIRIRE: GRE {RIE R R I
EIRERE: GRE {R% A% 7 K
RGN DRI I S
Rii“#E%E GRE BiE"#%#@ W EE GRE K582

GREFEFH |

O S P Py gy e ey

£ PPP  120.42.45.98 192.168.5.0/24  200,200,200.1 200.200.200,5  255.255.255.0 ki

3.3.5 &4

3.3.5.1 Pk

sl L e B2 B kods, e PR E I Internet i35, DL FHIEEE 44 Internet
TR, B I R 5 X 4 (1 e Ak
b7 K 3 LR
Bk IS
SPIRH ) 1 © BR O zA

B3 B 4 524 A FPRAS W (SPD) A POI HOHO (L AT R S, 3251
B K, A, SIS . RATE T SPI Bk, A B HE RGBTt
SHIEAI, BHIE WAN 3R %
Hofthie pe s

B 852

[ gy

[ i cookies

[ 5338 1ava Applets
[ sti@activex

AR : {4 ) wan BRI S5 45 7T B FEAK I OC 1) 22 4 1%, 198 Proxy H4 45 484F X & wan
REARSS 27, Bz EIENE R H Proxy i 88k S ik PA2E FZIh B

i3 Cookies: Cookies & Web [¥ 35 {577 75 45 HL il _E 1 5l él"”%ﬂ Internet 3 55,22 H.1¥)
I 5k 2= {8 H 1) Cookie. HLifii% B i%MEfS H cookies i I8 Bl /e gk LAZE F 1% ) fig
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I J€ Java Applets: 1RG4 Java, MIFTRETCVEIT M Java T 42 ML, i
SIRHE S H Java /NP I B8 E Sk DLAS i D g «
38 ActiveX: WIRIEZ ActiveX, W RETCIEFT FHEH ActiveX T HIFEMIM L, i
SIRHE S H ActiveX iy Bl S itk AZE R 1Z D fE .
RH 1k WAN %R

H itk BwanOiisk

PR 13 B CIG0EE & & (ping)

SHHEIDENT C #1113 )

Block \Wak SNMP access
FHIERH WAN ORIE 215K (ping): @itk “THIEE 4 Internet™iE K 55 L THE, 5 H
ZIIRE, N7 A ) 9 28 T8 52 HoAth Internet H1 7 (19 Ping BCEERIN, 874150 FH 7 58 Jnxfe DA
AN, X —DhReMERVVIRES N EH, EBEEEH T LLARVFE 4 Internet 153K .
I8 IDENT (35 0 113): 1X — D8 AT LA 113 3y 1 G T4 18 (A . X 4% 22 AR 1 8 2% 1B AT 44
IR A R 113 i AT I8, Bl oEZEIX —ThRg.
RH1E SNMP Tilal: X —IhRERH LR H 3 1) SNMP &8 K .

SERBEUR, PaRERE, RETEES, SR BUHSED, BOH .

Impede WAN DoS/Bruteforce

Impede WAN DoS/Bruteforce
[ Limit 55H Access

(] Limit Telnet Access

[ Limit PPTF Server Access

|:| Lirnit L2TP Server Access

Limit SSH Access: ZUJREFR®| 7R BT 8 K SSH V5 3G K, X [F—> IP &0 8 i £
P52 2 > SSH #HEE R .
Limit Telnet Access: ZIJAEFR T 7R HT M1 Telnet U7 [AIER, X [F—AN 1P, 700
21572 2 ) Telnet EHAH K .
Limit PPTP Server Access: W& | PPTP 5545, ZIhaelR ) 7R B M 11
PPTP Uilali&aK, XFE—AN IPRr 8 24852 2 4~ PPTP &85 K .
Limit L2TP Server Access: 2% #5837 | L2TP AR5 2%, iZTh ARSI 7Sk | M 1) L2TP
PGSR, X E—A IR E R 2452 2 4> L2TP IE#AE K
HEEH

P 28 A MR ARSI Internet R H &, BFHENFES .
H&E

= F
A ©gm O=zm
A% (1 ]

NTRFFHEES), w#F R, EFibids, ERAH. Bl EeE R, Ko
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N R U .
HESEH: WEHEZ0), ErdalaicxkE2HHE.
IR

HE

£FH TH «
B8R BH v
EfEER BH v

ML 3 A H R R A, X RFE RSl R H SR, SR,

EANBE
TR B A AT I A NI 3, BalriE N R
EAREE
HAENROS

183.60,49.59 LDP 4000
183.60,49,59 LDP 4000
123.58.162.252 TCR 3884
123.58.182.252 TCP 3884
123.58.182.252 TCP 3884
123.58.182.252 TCP 3884
123.58.182 252 TCP 3884
123.58.182 252 TCP 3884
123.58.182.252 TCP 3884
123.58.182.252 TCP 3584
183.60,49.59 LDP 4000
183.60.49.59 LDP 4000

Arccepted
Accepted
Accepted
Accepted
Arccepted
Arccepted
Arccepted
Arccepted
Arccepted
Accepted
Accepted
Accepted

et A
T B SO A Y 5, Bt AL
K HEE

[l B i
192,168.1,163 122.228.241.6 LGP 8000 Accepted
192,168.1,163 123.58.182.252 TCP A Accepted
192.168.1,163 123.58.182.252 TCR AL Accepted
192.168.1.163 61.183.55.217 LIDP ao0o Accepted

3.3.6 i iaIFR &I

3.3.6.1 WAN ja]

{5 ] Internet vy in) TT AT AT DABH 1581 50 VF4F 2 22741 Internet N A, &7 Lk B4 PC
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] Internet 5 1] 5 1% .
ih g
R

W
SREBE AR

PCs e s PRl
O g TEMERER) A EATIRTIA i Intern et .
® i

BRVN SN ) o Al R R 4 P A e I, B SRS R TR A7, R T 4R A Y R R I )
BeUs IR AEAT FLIR AR 555 G RaE 5 I 87, K BEL L 5 P 465 R I ) BOXTRF 5E (1 13 1) 7
I ST LABCE 10 5% Internet 17 7] SIS Y% € 1) PC 245 % I A1 Be 17 [ Y Internet 55
SR s A2 T LLE 10 25 U7 ) BRI o o oM R REL N B — 2 SR, B il 47 e 52
G RIS LRI

R A EE ] — 2 %

KUK R T8 NAZ N I SRS 15 52 — AR

PCs: iZA~ HHI T4 im sk, SHIs RN AEAEZ SR P PC A XL

x
B% 5= A A= = 3l ok 7
i
24t ®
T O o~ fiol~ =T [0~ foa~

R THIEBIE A BRI SN AR N FH ) H I
BB = A NI A B2 T ) SR A v FH PR B )
R URLH 58 Web3h &

B R TR Web®h =

B URL bk Web . fm] DUE f A 9 URL SR 5870 3 (17 170 -
B R E B Web b ;0T LUEIE B 57 Web BT  5CH 7R BB HL A9 17 1]
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EFPmAE

SAZEPRMACHEHE » BEA - XXX XKIXXIXKIXX

MAC 01 | 00:00:00:00:00:00/

MAC 02 | 00:00:00:00:00:00|

MAC 03 | 00:00:00:00:00:00]

MAC 04 | D0:00:00:00:00:00]

MAC 05 | 00:00:00:00:00:00|

MAC 06 | 00:00:00:00:00:00]

MAC 07 | 00:00:00:00:00:00|

MAC 08 | 00:00:00:00:00:00]
SAEFRBIPAL

IP 01 192.168.1] 0

P 02 1921681 0

P 03 192.168.1] 0

IP 04 192.168.1 0

IP 05 192.168.1] 0

IP 06 192.168.1, 0|
SAEFPRMAIPFER

PR 01 | o o] o o o o o] o
IPFEE 02 | ol o[ o o o o o] o

it H]
A3 Internet 1y I 3%

1.

M Internet V5 7] S HE" R fi S BRI R — 2%

2. WBRJR XSk, B e S5 N B L
3.
4. Rl PC yIRMEHL, MBL'PC FIZR U, AR HZEIR PC, ATLLEH] MAC

FEFTHR LI 7 BUH A N\ SR 44 75

Huhk el PC Huhlok4R 2 PC. R A B — g N 2] —4 PC, WA LA —4 IP

HohEFER], SERTUE SR, RERAERE, RETEREN, B0 R BOH sl

B, SERBNUR KR —% M.

) 58 I 2 SR ZE RIS T o e 0 — SRS AR R Bk H B i B R, 2R AR

— SRS AR B AR B, B $E124 AN

W RAE AL B o VE VT R SRR URL kiRl JUE“ R ss URL k" 5% 32 i) B b B N

N> URL Hihik.

A SRR 25 o VE U 10 7 A R OB IR Xl U o 3l DG B 55 1 ) B - B

NEE—RARET

FATEORAF BB H R ORAE X SR (A 22, AR EUR X SR P e B, D B o BT sl
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2

EE

1. BRI ) (BN 08", A SR P e BB SRS RN D SR 47, Gt 4 A 5 S DA
E BN E. WREHER RIS %, REFZADRRE %, mELE
gk, WHZ RS ORAF

2. BEHAS A B I ORI BRIZ AT, QP 2 R YR B bR A% B S 2 3 B h 2R I B
RRL, B RAUE, AR A FEE NTP E IS5 a5, 075 2 28R LE I 1] AT
TRAH IS I B )" D E IEFA AT .

3.3.6.2 URL i1JE

U SR AR BH 1B B e B P v U7 IR R E A AL, 1 wwwe.sina.com . TT LU URL i
JEThRESLHL.
URL i JEDhfe
Urbd & &
URL T O pE @ =/
s FEWFFE L T AN v |

| 1 WWW, i3, CO

e
B e URL ||

REZAFEUTRMBMYE: R Rvrys R ILACH URL Hihk.
EZFFEUTRUEIMIE: R0 & B & SRR 2t 25 A b URL
Hhdk

3.3.6.3 HIEMLIE

L0 SR AR RH 1 R e R A I B 2 HE N Internet, BUEFHIESRE Internet fYH-LL%iiE
£, AL e s S

G E SN UR S

BRSEaTE “ A O =@

o | EFFS L TANEER v
BHARIE:. 25T EEEDEE.

g

EZFAFEUTHANBEIER: 7L A E SN EEE, Sl At s .
REWAFE AT RN K BIRR: R BT & 8 SO e &, &5 I Hodt i 2ol
fil.
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F 0.0.0.0/0 I- 65535 0.0.0.0/0

outout

B A IERIN 12 251 ) OB AR I SRR o SR R L o 2 — 00, s rpot

LI, JEa) g MR Z A, SR A R R R A T

OS]

A TSR

i [ TCP/UDP iv]

O [ 1}[es533]

BemD

B o[ o

Bt af[ o
7 Ik 38 R

0 E E XA ER . R, B e, " R R,
Z/DIHE T,
75 [H]
Input: s EM WAN T3] LAN
Outpu: %z M LAN H%] WAN
I O e RN RN it
T O B A s 1 .
H B H e HoE e B 1
Wikl B R aMUR 1P Hidik.
HEhk: AR R IP k.

3.3.7 NAT

3.3.71 WmAOEXR

" H L

S Ve R T B N 2% B A LRSS, 0 web AR S5 2% . ftp AR 55 2% 5k HoAth & I () internet
M (LR Internet N R F 1818 H internet 7 o) S8 FH T fE AT AT 3 FH R .
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O E

SLUFRIBIPTEE | FiEH
\web | [tcp &| | 1o2e8.8.11] | somn| | tszasmitaz| | s
Ftp | [FER | weasssaz] [ 24 [ asmissuaz] [ oz

BLFFER: (EN 7 IR AL 7 B N A\ R AR P 1 44 7

Wil JfE—Fh S kR UDP 80 TCP WM , W& NI I I e 6 Ah L
FEEFHIVE IP JERE: 7E1ZA4IE N Internet A IP bk

KR H e LEZAIEN H IR S5 A FH 1 A1 i 1 45 o

IP #iblk: i AN &AL internet F 7 U5 in] B IR 25 2% B N 1Y 1P Rl

B o e LEZA 5N IR S5 BT A FH B P9 0 1 2 5

JE R JEREAFTHE, AT E U 2 B R RS . SRE T E VAR CRIERD.

SERITI SR, ParRAFRE A, RETERES, B0 s BUE Bsh i
REGHEN, WEME AT AN, HHER, MRS

3.3.7.2 RAEREELR

BELE N R Py R RE BOR AR R R 1A 0 1 i B 4 BE IR W32 4T, M Internet & HXS 24N
PV A5 RN, B8 H1es 2R I e fudls A R BIR 2 HOTHSE L. T2 4075 8, 7T e 2 A o 1
2 AR 1 LA P R i 11 b, G SRS B i e o, S WU e " SR A
I 2 FH 2% 1 9 o

& O EEE

| 19z.168.1.16]

| 0.0.0.0/ ]

|web-tftp

| | Lo |

fgid
PR : 10N AR T AL 7 B P9 3\ B 2 17 1 4 5
FroG: S\ v 8% R Y6 Bl U v 15

SERR: N i 1 R L (1) 5 AR 1

Whill: ARk UDP B0 TCP UM, P9 N A I Inh i 3 0 A st

IP Hihik: AN EAE L Internet 7 U5 1) (0 IR 55 2% B PO I 1P sk

JaF: JEEEE HNE, J8 ISR U 2 R RS . AR BLE VR CRIER.

SERITI SR, ParRAFRE A, RETERES, B0 B BOE Bsh i
REGHES, WEME AT AN, HAER, MBS
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3.3.7.3 DMz

DMZ ZhEEFCVF— A% H P 252 T Internet, M8 45 @ il 55 . DMZ AL [E] B 1] —
& BN R A M 1, ROy R AR TR $T I, B Dl 1 3% R 58 42 4s, i DMZ
ENUNFT AT s 1, AR ENLIEEE T Internet.

EFFPIRK (DM2)

DMZ

DMz ® BA O #H
DMzEHLIPHYAE 192.168.1, | 160]

B S DMZ TiRg, 3R EH, ZJ5EDMZ EHL IP bk B A+ ML 1P Hudl .

SERITI SR, ParRAFRE A, RETERES, B0 s BUE Bsh i
REGHEN, WEME AT AN, HAER, MRS

3.3.8 QoS KE

3.3.8.1 &

) QOS Bhfign] LA73 sl PR A% A0 R g, IF Hol UONKRRE 1 1P 5% MAC 75 it
(N

QosEH

FBEas ® gA O #A
Pt lean v |

SR EEE S [HTB |

b4 (kbps) [ 1000]

T (kbps) | z000]

B (kbps): ZA2 HIFRNIRIELS AR 58, FESCRR T, —BON IR i K
P11 80% % 90% .
TE (kbps): iZA~ HIEAIR L N8, FESLPRAER T, —BONERTINA i EoR
P11 80% % 90%

3.3.8.2 43k
Netmask R 5&IHF
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Netmask g5 B

HEz | p/mask iR ]
Fl 182, 168.1.1/24 [Exempt C TEEFR) v

] 182.168.2.3/24 | Standard CHFIEE) v |

O 192.168.3.4/32 (Express CH5E) v

] 192, 166.4.5/72 [ Bulk € {8 ) =]

of[ o[ ol olf[ o

&ALy — A4 € 1 1P ik 5 1P Y K BT B 4R 2 T 5B«

MRV : ARG T ARG, Hp A 2B e GOk S T FHoph YA AR e g 4,
HABPYFPAR S o BN S 2e4% (Premium). 184 (Express). #rifE (Standard). 1%
(Bulk).
AZMR: WEAZIR (Exempt) ORI dER, For5e R 2R TR, A2 BRI 98 FE
Tl PR OL S 6 R U T Frid

W EAE S %8 Max_Up, F#E % 8 Max_Down, “QOS % & " ity _E AL R #14
Uplink, T #& [R il &4 Downlink, A~ 5% [ 1) 2 9% 9 19 ¥t & 3£ %5 4 Exempt_Rate_Up #
Exempt_Rate_Do.

M HABAR S 28 5 EAEF 954 mini(Max _Up— Exempt_Rate_Up, Uplink);

HABR S P 3 %5 4. mini(Max _Downlink— Exempt_Rate_Do, Downlink).
HA MR
TEANSZ BRI R R % TE 5, B G 4 TRy 5 e FE R DU R A Je R B AR B8 — e IR B
By e, (B R 4% 1) _E A& 554 1000kbps, R % 1000kbps, MBS P04 ¥, sk
oy e, e e K, R4 SR RR) BRI NG TR

mEftsed: (75/100) *Uplink ;  (75/100) * Downlink

s (15/100) *Uplink ; (15/100) * Downlink

Fr#fE: (10/100) *Uplink ; (10/100) * Downlink

{&: 1000bit (JLF-& 0); 1000bit (JLFH 0);
S FARMC e, Fh AL R a0E K 08 1000bit, 4 AL Je BRI A 52 i 1, A5 3E
2 G — PP BRI, BRI ) R R 2 R TQOS B E I AR T B R
il
TR MELER RN 5 S MAC L2621 netmask 8562 T it i S AR F, ) DL 26 78
(1R 2 FI ) Ay

3.39 MHA

3.3.9.1 EONHA

BT B 231 Console FfiiidzH] & H. X4~ Console 0] DARE & ki im & 1
1
Hl, Router WE 7 &# % TCP/IP &)y . EidECE, MHi#sH Console HERN—/ R
WHER %, BE 2% T —60UE DTU 345 .
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& I A © pr Ozm
EE (115200 ¥
i B

e Lbi [11+]

ik [ ]

iy [£ =
LB EI R D S0 E

A [TcoT) ]
TRttt [120.42.46.98
WRimimn] [sss01 |
HESH 112345678901 |
#ED [12345678 |
LA 60 |

R RRREELRN T, R4 115200,57600,38400,19200 %%.
WAL BARAI AN EATLZE 4. 5. 6. 7. 8%, MW — TR, @ KM ASCI 5. M
BARNL P UL I%, SEmdshoe 7.

Zikpr: ER-ADFHBIENS RARE. TR 16, 1.5 6L 2 AL T .

KB Hon— 415 IR 15 2 e i i 0. A AR BiRh =X,

TdsE: ELFERE A 0 AR 40 9 R 2K

e i
UDP(DTU): = 14 UDP &#:, & HE XNHEWN, e42% T —540U{E IP MODEM (1)
g

25 UDP: fxifEff e M5 UDP JEH:.

TCP(DTU): & % TCP &#:, & B XNAHEWN, 4% AT —5 10U/ IP MODEM [
e

28 TCP : IrifEMIH % TCP &z,

TCP R%3%: FrEf) TCP &4k

TCST: Hix X[ TCP &E#

MR agHhbl: 5 das 8 O TCP R/ #4745 A ik 25 o0 (1 1P Mkt 538 4k 4 .
MR 55330 . B g5 rhoO R e I T ) 3 11
B&SHE:  W&MID S, 1M1 FRMEIEFHE. A 4R E K UDP(DTU)
BE“TCP(DTU)" I B X AN BC B A 24
®&ID: 8 AMFIEEE T E, KA UG E K "UDP(DTU)
BUE“TCP(DTU)" I g X AN BC B A 24
BT BRI : OB AT E] (A1, R UK A R B UDP(DTU)” “TCP(DTU)”
(B 133K N P A 2K
HE X LB . OBk
HE X EMa: Ea
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3.3.10 HH

3.3.101 EHHE
XU AT DL SC VR 2% B B3R BRURE SE [ % EH AR T RE AT PRUE DS IR 55 2 4.

BT

BSR4
e R D [esvessveseesrene |
THBHIA

MK EAFEL 32 NERF, MFEEF T BN ROZ AR B B 26—
2V B AR
B
BRINH 4 2&: admin.
AP AW ) RBGA RS admin, SXEEFTE B9 IR BT A RS O s
H 1% T4 N IR 1) B EH 28 20, AT LAy [l R .
Web 5 i
HEIRE R VFIEAE A HTTP Prilak HTTPS th ORI 2% . Rk L TRE, ¥
BFNER A sh. AT LS SRS F B 2 1045 S T FRAER T AR S S 4R e 0T (g
N IERRIH P 2% .

Webii

ELES HTTP L1 HTTPS
ESRHRISF ¢ £ =

BRI ST RLGHE R A ®pr Ozm
FhE B PR P Oeel

Wil web TUH SRR PRELTE HTTP 1 HTTPS

HERIF (B): A% Web FLiH E I lHT G, 0 Fome X AR
BAMERARGHEEMT: 2758 HBANTTERRGE LML
REGEEMEEBMRY: 2755 HRSME 5 WIS~y ThhE

EEEH

WebREEE ©pr O zm

FERHTTPS

WebRERH | 8080 (FWi&: 8080, &M 1 - 65535)
SEHEE BHE o=

SSHILizEH (7mi&: 22, 78H: 1 - 65535)
TelnetEE Cgr @ =g
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Web FHEEH: thIhfe o v @i B PO e B8 Bk s . ZAEH I Y)RE, fR¥FER
IWEE, BUEEEH . ERH TR, EIREE A, JHE B E R e 1 (BRI Z 8080),
TAEE LS. WRRKIEEE RE SN, BEBFUNEE O b a5 8 BRI E .
FE R PR H A, HEA http://xxx.xxx.xxx.xxx:8080 (x UM 181 Internet IP ik,
8080 fXAEF & My 1), FERS I DT bE A b A= o VR 29 ZR F N B8 Eh 48 1K 25 A
W R HTTPS, %25 %E URL A https://xxx.xxx.xxx.xxx:8080 (kA i) & 1 1
Y FF SSL E )
SSH &3. & LUHH SSH K@ e A i a8 . TR, M 7 SSH i dtfEn
WHE, v LA IR SS DT U e BB % Y 25 .
L.
I FOm R 4 AV IR DhRERR . AR RIIE #% th #51 Internet IP sk AN A, Ky
AT DA B A T
Telnet B J5HEZEH @ Telnet Uik

Cron
Cron ® g Ozm
Cron BiiMES |

Cron: cron ¥ 540, ZMRIHRIZEHATI Linux dr4 . ARTESERRE A i 75 240 dr 24780
JABIEIA
B kR

onf

= | Tﬁﬁqﬂit 5|'11p|ﬁeu:l Chinese) v-_

BE: BCEM M RN EE R, SRR b SO,

REEH
RETH LirA OzA
wE RSP 166.111.8.233
REETEESERD 40001 (34 40001, FEE: 1 - 65539)
Lket A R = (@il 6ORVEE: 1 - 999)
RERS Bo8ge0e
FH/REST 135858525355
REH AR Router

WAEHE: Wi A E UK E FIRS S0 A G i b a2 AT I8 8. 800 E . WIFI
.

3.3.10.2  {REFIESD
SE IS IF AL
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S I HL
ERT AT @ g OC=g
e ©@ax Ompx O gma O Eme
FHLAAE 00 |+ | 00 [+
ESAsLE * v}
FrALAE 00 | % i 00 |+
Frifl B4R * el

P Ay RA e BT HLEE ML [
W 8:07 KHl, 9:07 JFHL, WEW TFEFR.

SERFFICHL
FERTFF AL ® g O =g
175 Cax Omx @ gmg O Eme
AT 8] 09 [aef| 07 ||
FALER * s 01 s
FrHLAE] 09 |s | 07 |s
FHLEER * s 01 [
JE I HLA
EHER
ERER @pm Og
iEER € 1) ® 3600
TR TERIETE] ©
PR7T LA E s I 2R S BR
SEI xxx ¥ 2 5 H 3
FEF € FR R, B IHEAE R E S .
.

WM EF RS . EEERET, Cron IERAIPITE .

3.3.10.3 @4

84 &Ll Web FHEEAT A 24T . I o SIHASCRIX 8 H R g 17 di
TE/\

Sgrsil
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BESFESR
¥

EiTaS R e S FEFEAETES

BFAEENIES

BAT A A LLE Web ST AT 4T R M dr SIEASCA X0 H A i is 47 &
AL

RIFRNEZNTEL: 0T LUORAE R S B i s E AT L iy 4T . TS (R — s
1) BISCORXIE, AR5 S R R 852
RIF AR L s AT LLORAE G P 23 I AR ST IR L i AT . A& (R — P d

1) BRI, ARG SE R AL .

PRI K B8-S BB K%, © R LUsfT— 2 & XY iptables $54. fiiA\B k55
M4 (RA—NmAT) BISCARKIE, FF s R NPT K iETE 4.

RAIERNEENIES: HE XI5 EE1E tmp/custom.sh XU, 48 AT DL )38 4T 5048 1 cron
KW, MABMANGS (RA—NwT) BICRKE, FadR A hEE 8L

3.3.104 H) EIA

SrRdiReE
S B Cz &

WE M BOME Bl R DR RN E, BT ARERSKER ) E. ERERIEA
BEN, ST RERH S E R, X REREUARE NS, HHEE, FAEE
gn

3.3.10.5 [FEHFHAHZK

Bl

RIFH/E » SirEl B

TEIE— ST | [ B |

RS AKEHT 0 P B B e b B B0 PR AR AE www.four- faith.com F &k
A, AT BAT N AR AR BOA ML, WITER N BRI A, BRAE
WA A S A (BT i T e

EE: TR RS NE R, WRes BARHMERE, Bk, RIS AT,
Jo & iy g A E AR R

R#iIe, BALE: G RARAEAETH 0 )n 25 B 4 0 [ RO BR B E,, 1 1% — S TR B
T
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R, BT RSO, T SR TR [ A T . TR R A B
JUo Bl R TR), 35 AN B2 5 P PR R B B 4

3.3.10.6 &

ST FH 5% % F 9% (0 0 B SO AT & B 5
&HEE

H#REE

2iF "B FHEERE S I T EE e .

EEEE
EEEH
HEE—TREEERIY -

[(BI1l&]

R FESEH B HR2 SiE 3 i .
WA _ AR AR A S mn R e

ARG s o A O HE B SO REAT A, TR AR . s, TR bR R T AT R
E.

ANERVR S A O BC B OO, Sy A, HRBS RS2, TR IR R R Bt
TERAE. BRI SO, R A L

3311 RE

3.3.11.1  BHE
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3
gk e i
B aRdl =
T B
MACHIAE
FHZ
WAN fi:5
LN 8
R

IE1THTIE

Four-Faith
Four-Faith Router
o0 v1.0 (01/10/12) std - buid 93

00:48:BB:CC:0D:45

Sat, 01 Jan 2000 03:31:43

3:31;

BREIARAAAR: ROULRR a3 r0 A, AT RAFE B E S AR E P2k
BRSBTS RS, mRGEEEE, ATBK

[l AR A«
MAC i
ENA:
WAN 154 :
LAN R4
RIS [A]:
IBATHY Al
W
FRAT A
G
B#A
i
BT
A
3t AR

FrE T H:
ZIR:
S
ZmX:
BE&HF:
fERI A
FEfE

BB RAS, B RGEES AL, AaBik

ST WAN (1) MAC Hiuhil, 77 DLTE 328 >MAC Hhhik 5 & ok
MM ENL G, AT AE R E S AR E B

WAN 84, A CAfE BB S AR E 1B

LAN 384, ARG EE, Aasi

RGP Hh ]

ARG HIT S R [E]

125192 kB / 131072 kB

94436 kB / 125192 kB

30756 kB /125192 kB

3416 kB / 30756 kB

12084 kB / 30756 kB

10724 kB / 30756 kB

6636 kB / 30756 kB

B AT RAM K/ CEIAIEE Py A7 08 25 — L 300 B2 A7 A0 N A% 1 kAR S K /)
WRGHEREH WAL, & NANT 500kB M4 HE S,

CEMEFH M NAT, BT B e] N A7 25 25 TR I AE

RPZ b X AE I I A7, A PIAFI 25 EL A IE 10 A A7 R R0 X N A7

We R A% 4% (cache memory) FH I A7 KN

T R ASE FH A P 2 B R T % A 4 DT SO R/

ANGE AT R P % 1 BRI A A DL T SC AR R
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==
[P e imOE 4056
AR 128 I

IP i S8 28 B K O 4 % 4096, AJ LATEES

TEBNH IP . SIS R GG B ) 1P EHHL, 35wy o] LAR B0 F o
TAEhR PR 91
BT . T T |
1 UDP 30 192.168.8.81 255.255.255.255 2654 UNREPLIED
2 UDpP 42 192.168.8.81 255.255.255.255 2654 UNREPLIED
3 UDp 21 192.168.8.72 255.255.255.255 2654 UNREPLIED
4 UDP 15 192.168.8.81 255.255.255.253 2654 UNREPLIED
3 UDP 12 192.168.8.81 235.255.255.255 2654 UNREPLIED
6 UDP 27 192.168.8.72 235.255.255.255 2654 UNREPLIED
7 UDP 30 192.168.8.81 235.255.255.255 2654 UNREPLIED
8 TCP 8 192.168.1.120 192.168.1.1 80 CLOSE
S UDP 3 192.168.8.81 255.255.255.255 2654 UNREPLIED
10 UDP 30 192.168.8.72 255.255.255.255 2654 UNREPLIED
11 TCP 3599 192.168.1.120 192.168.1.1 80 ESTABLISHED
12 UDP 24 192.168.8.81 235.255.255.255 2654 UNREPLIED
13 UDP 48 192.168.8.72 235.255.255.255 2654 UNREPLIED
14 UDP 15 192.168.8.81 255.255.255.255 2654 UNREPLIED
15 UDP 3 192.168.8.72 255.255.255.255 2654 UNREPLIED
16 UDP 6 192.168.8.72 255.255.255.255 2654 UNREPLIED
17 UDP 21 192.168.8.81 235.255.255.205 2654 UNREPLIED
18 UDP ol 1592.168.8.81 255.255.255.253 2654 UNREPLIED
19 UDP 15 192.168.8.72 235.255.2535.255 2654 UNREPLIED
20 UDp 45 192.168.8.81 255.255.255.255 2654 UNREPLIED
21 UDp 45 192.168.8.72 255.255.255.255 2654 UNREPLIED
22 UDp 42 192.168.8.81 255.255.255.255 2654 UNREPLIED
23 UDP 18 182.168.8.81 255.255.255.255 2654 UNREPLIED
24 UDP 9 192.168.8.72 235.255.255.253 2654 UNREPLIED
25 UDP 37 192.168.8.72 235.255.2535.255 2654 UNREPLIED
26 UDP 27 192.168.8.81 235.255.255.255 2654 UNREPLIED
27 UDp 51 192.168.8.72 255.255.255.255 2654 UNREPLIED
28 UDP 18 192.168.8.81 235.255.255.255 2654 UNREPLIED

ESH P &, BANES IP
Wil BN

RBEY: EB B

RyEHDE: SRUE 1P Motk
R ZFER 1P Hhbk

MR 2HR: EB RS v S
RE: BRI IP 4IRS

3.3.11.2 WAN

ES ] BzhBcE - DHCP
EliEREATE] BT H

R, Of 7 Moy 28, #5IP, A3 E-DHCP, PPPOE, PPTP, L2TP.
CEBERE: C&ER BRRE, A3 ER BN R A wT 7
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IPHihE 0.0.0.0
F PR 0.0.0.0
a2 0.0.0.0
DNS 1
DNS 2
DNS 3

IP Huhb: 2% 2% WAN CISRECE| G 1P ik

FIHERD: %2 WAN CISEE] 11 P Y

W% 2% WAN 3R ECS) ) 56

DNS1, DNS2, DNS3: % # WAN FI3REUE| %8 — DNS, % — DNS, %= DNS

& ATE 0 days 23:59:06

MR RHIE]: DHCP J5 3T (5 H RIS 1P Mtk 58] 4 6 8]
DHCP Bjft: it DHCP Huhk
DHCP #:#{: 2:3] DHCP 77 U8R R A IP Huhk, BRIASEHIA 1 K

BRI ElERE | HBiFERE

BRRA: WAN OFEBRS
WiFERE: Wit CLERRIRS
R, EE LW IIRE
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E=% o

SRE

T#: (MBytes) i
b (MBytes) 0
AR&E

1t MB

20 8, 2012 (F#: 0MB / L: 0 MB)

SURE: givt b KW BB A (S 9 B AR P TT
RW&E: —MHGHRRE $RALH) MB

ERA: BFEEMARE

TAH: BE M HRE

B BRI
WSL: ST AR RS
B IR SRV S

3.3.11.3 LAN

20 MB

15 ME

10 ME

EMB
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LAN Rz

MACHLAE 00:0C:43:30:52:77
IPHuAE 192.168.1.1
FRIHER 255.255.255.0
Fl% 0.0.0.0

FHIDNS 0.0.0.0

MAC #iik: LAN (% MAC Hbdik
IP #idhlk: LAN LI 1P Hidik
FMH#L: LAN L7 MR
RS LAN R o

Z<3 DNS: LAN [I1f#) DNS

HEhfE P

192.168.1.120 10:78:02:98:C9:46 40 i

EHL4G: LAN C% 55 0 ENLA R
IP Hihlk: 2/ oy IP ik

MAC Hbtik: 7% 7 i) MAC Hhhik
BB B A R
Eefl: 7 4096 MIEEH I E Lk

DHCP 1%

DHCP k%8s EEH

DHCP <FiFi#izs DMSMasg

IS IPHLHE 192.168.1.100
sETR IPHLHE 192.168.1.149
& P imAH £ ] 1440 S50

DNCP fR%28: 215 )3 DHCP % #%

DHCP sp#i3t#8: DHCP K H 84N il /3 il 3= 224055 DNSMasq Al DHCPd
ALH IP Huhk: DHCP % /i i as 1P Hhbik

53R IP Hihik: DHCP % /i (45 3 1P ik

& PRI 1. DHCP 2% 7 i ) R4 i (7]
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DHCP TP &

Bt WA L
[Mycenae-PC 192.168.1.116 00:25:56:68:5E:30 1 day 00:00:00 ﬂ
four-488e1dfsfa 192.168.1.125 44:37:E8:09:08:F7 1 day 00:00:00 ﬂ

EHL4: LAN HE i ENLA FR

IP Hihk: 2/ oy IP bk

MAC Hbtik: 7% /3] MAC Hhhik

B I AIRT ). 25w AL 293X AN 1P ik B )
MBR: sidi ] LAIER DHCP % 5 ity

PPPOE P 5e
: .
pppl hometest 192,168, 10,10

¥BO: ZAER5 70BN

R 4: PPPOE % /it Fl 2 4

Local IP: PPPoE % J7 uiii 7> BL i) 1P Hhhik
MiBR: T LUIER PPPOE %% /7 ity

L2TP &=
ppp0 172.168.8.3 172.168.8.1

¥BO: RG-S 0EMED

Local IP: AMh L2TP F%iE IP Mkt
Remote IP: Jili45%% L2TP f&iE IP Hiuhik
MIBR: sidi o] AW L2TP &4z

L2TP EF 5
pppl hiometest 192.168.50.2 120.42.46.98 o]

BO: RG0S0 rEN
FF%&: &P 4

Local IP: L2TP % /i IP il
Remote IP: L2TP % it IP Mk
M. sk ol LA ER L2TP 2/ i

Page 65 of 73



F5936 WIFI Router 15 FH ¥t Bl

PPTP B3
npp 172.168.8.2 172.168.8.1

¥BO: RER5 70BN

Local IP: Aih PPTP [%il IP ik
Remote IP: flz%5#s PPTP [%iE IP Mok
MIBR: el AT PPTP 4k

PPTP EF 5
pppl hometest 192.168.5.1 120.42.46.98 |}

¥BO: ZER5 08D
RFP4%: &Puit -4
Local IP: PPTP % fuifziE 1P itk
Remote IP: PPTP % )i IP it
M. sk o] LAHER PPTP 2%/ i

3.3.11.4 I
xRS
MACHEDE 00:0C:43:30:52:78
e 5 A T FreEFEEF B
B, WiEs CAP)
Pl oAy
SsID NOy-ra
e 11 (2462 MHz)
ik ThIE 71 mw
B 72 Mbjs
e - O wid EZEH
PPTPEZE B ER

MAC Hihik: To2k (% MAC Hi it
TR o 2 75 FF i Tk %
B TR
P TLL I 2% FAR
SSID: ok M 2% (144 FKk
BB TCL N 4% I ATE
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FEIETHER: ToLk M4 1 I DR
TR TCLRINLR ) I S
a0 wi0: 2752 wi0 310

EEBE AL
B (RX) 44 0K, T i#i2
EfiEa (T 23 OK, 7 #4i2

W (RX): BRI HdE
SRR (TX): D& REMEE R

TP

MAC Hihik: JoZ & 7 i) MAC ik
BO. &R e
BATEFA]: To2R% 7 i (1) 45 A\ B ]
FERIE R : ToLR% 7 i () AR i 2R
BWOEZR: ToL% ) i (o 2
f8%5: LB mNES

MRFE: TR iy (1) N

SNR: JCZE F iy 145 M L
EERE: LLE G SHE

T T |

A 00:za:bb:cc:dd:9a 0 300(b/g/n) [RlES
fr-old &P 00:12:10:09:56:92 6 44 95 i z 0 54(bja) [N

ARIE I TCERINEE . I AT I Y FEAth Y 2%
SSID: &P o2k M 2% 1) 44 B
Mode: <iETozk TAFERIA
MAC #hik: 4FiE T2k MAC Hihi:
BB AR TN
Rssi: AP AE 5 R
MRpE . 4RI T
b5 ABIETCLAE Fhrid
175 ABE LR BITIT
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Dtim: WL EL IS a5 2
AR, AR ToL AR
IOANZEE: Sl 4RI To 2k ) 2% o

3.3.11.5 B

WEEEFED - LAN
In 22 Kbps Switch to bytes/s
Out 17 Kbps Autoscale (follow)
60 Kbps
IH
- 40 Kbps
l| hl f I|
A Y] |||
f |'“|"r\ | I".NV Ll LA AN A
AN AMARNA AR 5
\
LAN 1Py A A A JUDER 2 P AL A AR R NS TE] AL B AR B i 42
HEEFD - WAN
In 0Kbps Switch to bytes/s
Out 0 Kbps Antoscale (follow)
| 15 Kbps
\
10 Kbps
5 Kbps
|'I
A "Ill'l'l\l'\ MNCA A A\ Ii;\
v | 1L . 5
Fi i Y ! v \fM LR s f (- / A‘ \)\

WAN 1 PR B R S I BR 2 PR A bR AR IS TR AR A A ik 2
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EEEET - & (wl0)

In 0Kbps Swwitch to bytes/s
Out 0 Kbps Autoscale (follow)

'.u ||III

& Kbps
& W

5 Kbps

3 Kbps

ToLk W4 25 1) IS B A TER 2 BB A A AR I ) A AR AR A T 5
Switch to: i RZIEFERAL (TS B AR,
Autoscale: iRk KL B ol

3.3.11.6 ZRZG{=E

HirE

e B 8545 0 Four-Faith
HEHREL= Four-Faith Router
LAN MAC 00:0C:43:30:52:77
WaAN MAC 00:0C:43:30:52:78
Wiraless MAC 00:0C:43:30:52:79
WAN IP 10.24.107.15¢6
Lan IP 192.168.1.1

BREHBAFR: AN 251 24K
BREHARA S AP AN S
LAN MAC: LAN 0/ MAC ik
WAN MAC: WAN [1¥] MAC HihE
Wireless MAC: k1] MAC Hitik
WAN IP: WAN [ IP Hidt

LAN IP: LAN [ IP Huik
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iR
FoEERER
L
Pl
551D
s
FEIEThE
E=E

ToLRM %% : WonIETS I E TLL M 4%
B LM

PR ok W25 (15 X
SSID: T4k 25 1) 44 Fik

BB : ToL 2% 1 A
FEIBTNER . TCLE W45 1) S it Th R
TEE: TR NI SR

AEBREER
ElETRY (RX)
ElEIER (TX)

TSR
thials ¢ AP )
wE

¥OY-ra

11 (2462 MHz)
71 mwW

72 Mb/s

18047 OK, 7 1=

74340 OK, 7 =

W (RX): BRI %

R (TX): S RENEIE A

ik
EP&
2o

MAC #hibk: o287 F i ) MAC kit

O oK

IBATR ). T2k b R 4 N ]
FRRIE R TR i ) A i &
BWCER: TR i R OE R
55 LB mNES

MRS JoEk T i Y

SNR: o2z v ) {5 e L
FERE: LLF mifE S HE
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| E-2

DHCP fRs32 EBH
ff-radauth EFH
USBEHF B

DHCP fR%%%: 275/ il DHCP IR %%:
ff-radauth: ;&7 /5 H radauth ilR%%
USB X #F: &7 /5 USB 3 #F

PFF
Fra Al A 1223 MB / 128.0 MB
T 92,2 MB / 122,3 MB
[EACEE 30.1 MB / 122.3 MB
ik 2.3 MB /301 MB
2T 11.6 MBE / 30.1 MB
A 10.4 MB / 30.1 MB
IEE AR .4 MB / 30.1 MB

AW H: A nTH RAM K/ CHPYIEE N A708 25— LS 150 BE 467 R0 P AZ 0 2B AR A K7D
T WRGHEREHMNAE, & NANT 500kB M4 HE S,

EAEH: CEMERH M NAT, BT B e] N A7 25 25 TR I AE

ZIIX: RPZ b XA AT, S N AEIR 25 L4 0 L 1 N A7 RN X AT

[ W R A% %% (cache memory) FH I A7 K/

fER . TG RS FH P % o e S % 1 A i i DTS ST TR K/

EERS R A S B R % AT fif A DL ST R

DHCP
DHCP BEP &

162.168.1.143 xocemerot:DD45 1 day 00:00:00
four-488e1dfsfa 192.168.1.125 xoeoeseecDEF7 1 day 00:00:00
Mycenae-PC 192.168.1.116 W0 5E30 1 day 00:00:00

ENS: LAN &0 B LA AR

IP M. % o) 1P ik

MAC Hudik: %/ 3 ) MAC ik
FIRALAIRIR]: B i AL 2K A 1P stk ]
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bt %

i Console )77 XAl #L 1[5 BN, B L i 1T 0 BRI & 7775 (WINDOWS XP)

1. B THE" >R >ME > Bl > @R L2am” (SE R E, BESEITE >9E
775 N “hypertrm” J5 S8 2 & 5 ) o
20

:@ IR AER. o, GrdbEd Internet EFIERDS
E ¥l » Windows FAIEITH Ea

7 @) [rypar tom =

el | ERil B e, |

B A is AT e M A an R

i A ST EEREEEEE:
SEF )
|e£

2. WINERE4L, & e

3. EFIERLFIEK hids Console TR PC sEBr¥ B R 1, 23 1 E”

2| x|
A PR FEERD RS A
ExMEIC):  |FEiRHAE @) =
ESE: EEE
FESHE () |
EERRAT R (D) 2

e B |
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4. T KRG E K K, IR CHE

BE®EZ: 115200
HEfi: 8
AHERE: TG
(CAIR VAN
Bmms: 1

2 =]
HORE |
SR E): 115200 =l
B @) [5 =]
FEuhe: [F =]
BT @ [1 =
Rt ©: [GERGCG—_GG -
EFHEAE &) |
e miE | EAwW |
2, HRLIERIBITEK T .
o Ef - BESR r =10/ x|
HE RED FEW FNQ #EOD FBHE
D= 53] ol &
|
|
R T s lEaEW BN T [ ([ .

AR P E IR win7 248, AT BLER BR8-S win7 B %0 . sE e s 84T
AZH AR, AT AL
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