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4, HBiEECEER S, FB LAN D WAN A RERI4 A Rl —4 VLAN [
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< R R R R K (] (=] K] (] (] (K] (][R

3.3.1.6 M%%
BEE FIEF
Bridge 0 | bro| sTP|off v Prio| 32768| MTU| 1500
HmBrERARR
Pl &
br0 no vlan0 ra0

e |

B rh -G R - ﬁU@~A¥ﬁEﬁﬂﬁ, R STP 4R MM I I4ES, IRAT L E
PRIPLSEIT . SARKE T, BA R
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RIS TR T
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EllER FIEF

Bridge 0 | bro| sTP[0f | Prio| 32768| MTU[ 1500]

Bridge 1 [ br1] sTp[off ¥ prio[ 32768] MTu[ 1500] [IER

bl

BEIE B AR IR T, 55— brO AR MR FK,  STP ARZRAE 15 I 5 A2 Bt 03
Prio ARA W B IR S 5820, BB MRS, MTU AARE Lo, B
WA 1500, #ANTEE, WIMER, SR )5 o ORAF B35 BT, DU LA R e s £ X7 o P P

AR FHF

Bridge 0 | bro| sTP[off v Prio| 32768] MTU | 1500|
Bridge 1 [ br1] sTp [off ] prio [ 32768] mTu | 1500| [EIEY
Pt [[192)] 1e8][ 2|[ 1]

FrEE [ 255|] 2s5] 255 0]

il

DA 1= DA T 7 8 o o U L [ NS S Y VA B 75t G ¥ T
TR FA AR 5 Al AL R

BBl FIBF
Assignment 0 Interface [eth2 & Prio| 63]

-

ibrl

PR TR IR BRI, AT LAEA R 8 DHRIR S| L B2 U A, W7 brl (R
FEURHE 1 ra0 3% (BRBZHE D), W AR

e @3 FIBF
Assignment 0 Interface [ra0 & Prio | 63‘
&0

FHorp Prio REEMEY, #HAZ MO E /LR — WMl sia M, EENMUERENR

. R B A AR

VERD: XN O U — £ WAN D8, BOZATUAEE, BRI e 34 2 A
T LAN ], AR5 WAN HZE5E .

AYRE R, WAE L HT IR AR BRI PR 512, a0
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HmbrERE
br0 no vian0
brl no ra0

[l |

B brl MM B A DHCP 43 BCH ik i Dhae, W) &5 2% & £ % DHCP IhRE, £l

#% DHCPD 14128

mORE
FISEECE eth2 Oxipe © mg
FISEECE vian0 Oxmr © ma
FIEECE r20 Oxme ©ma
FEECE apcio Oxme ©ma
FISEERE wdsO Oxme ©ma
FIEEERE wdsl Oxmr ©me
FIEEERE wds2 Oxme ©me
FIEEECE wds3 Oz ©ma
FSEEEE br0 Oxme ©ma

MO ECE. KBS AR, DU BL— ra0 i A

RIEECE 120 ® xime O me
MTU

g Opm ©zxm
Masquerade / NAT ® gr O =H

IPHtE [ ol ol o o
F IR | ol off o o

WA AT AR E S 1 H SR @, FEARE T
MTU: f KAEH T

AR Bl 0 AR R ThRE

Masquerade/NAT: 5275 5 H Masquerade/NAT

IP bk WO ra0 (0 1P Mok, NS5 FA 0 o 11l AR v 5%
FRIRER: TG i )T R R D
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ZRDHCPESE B
DHCP 0 a0 v|[on & start[ 100] Max| 50| Leasetime| 3600
e
i

Z % DHCPD: {1 £ % DHCP fiR%5. 7£% % DHCP R45#5 i sidiidvin, R al H BUAH ER
B, 2 —AMRERE DB I 2R (AR E X eth0), 25 —AMRE BT )E DHCP
heg, Start fREIFFLEMIHIERE £ /D, Max AR EZ LI DHCP & F'ui4l, Leasetime A%
&P AL ], AR, B S R OR A B B AR AR AL

R Rfg—MREZRENERAE, REATTURE T4, mARE—RPEZ 4> DHCP
[ i i

3.3.2 k&

3.3.2.1 EARE

ELE£EMEFENO wlo [2.4 GHzZ]

gl AT ® gr O =@

BEEO ra0 - SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]

FepiEs E R

oLk PR R 2N v

802.11n 5B S v

FLE MRS ( SSID) \dd-junjinlee |

TS [11-2.462GHz (v]

BT [40MHz v |

T upper ¥

FoekssIoN 1 ® gm O &R

FIEEECE O ##gg © S

EBED |

JEH: JF)3 WIFL.
ZEH. G WIFL.
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TRER: AP. %/ . Ad-hoc. k. gk UMk,
TEMEB:
VBE: RN HEE 802.11by 802.11g. 802.11n bRt AT LR %% .
BG-IB4: [ANS2EF 802.11b. 802.11g AnifE I TE L% % -
U B: R 3HF 802.11b bRk I L& ¥ % .
X G: HHr 802.11g MRt TL LR 4%
NG-IBE: [FIN 34 802.11g. 802.11n ARl L ¥ % .
U N: A8 802.11n bR T & ¥4 .
8021.11n AEHIE: TETLL MBI N, AL AL
SRHL: HEHE, FERRETh, WA HE 802.11a/b/g A E MR ATE , fd kAR
AR E AR WIS A H T 802.11a/b/g A8 FIAH [F] (O, AR IEHIME R
AR AR R . ERS.
BE: WA SSHE R, HambEE,
ToLR P 45 44 (SSID): To 2k W 2% v i A7 e 4 SL 2 KN 28 4 FR, AT 846 1) SSID /2 — 2 . SSID
MR ERARSR, KXo RNg, AE-EE 46 NFFRF.
TLRBUE: St 1-13 MBI, 2N LLBAHE T, HRER A5 &
[ (1) AR o
PUERE: 20MHZ 5 40MHZ A] ffhik#%.
FEMM: MiEy 40MHZ B, 1] 1+ upper B lower.
To2% SSID | #%:
JaR: " #% SSID.
2. BE SSID.
PR AL E :
e MBI L, — BB, IHRE .
R WAV L, 1P FEFIRE.

JIIt

F3X46 AF{F AR

PlERECE OF = BNONH
HER R Ol ©zH
Masquerade f NAT @R OxH
IPHs b [ 192].[ 1s8].[ ][ 1]
F RIS [ 2s5|.[ 2ss|.[ 2s5].[ ol
BB AERINR A RO . IS, SRR, WRERERE .
EfEO
E#EDO ral SSID [dd-wrt_vap] HWAqdrV[DU:AA:BB:CC:DD}:IG]
FEFIERE (S5ID) debwrt_vap
FoeRSSIDr 16 ©@pm Ozm
AP a7 Opr ©zA
FlERECE O © g
2 B3
AP BSL: TR M TCLR % S i 4 e AR B, (2 AR ) AP SRR [ i 9 4% .
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R GAPREL RPN (RS TAMA ", TR, TR %
A ETUS, 1B AT e, FRCE ek

33.22 BR%ESE

Totk 2 Ak WU T X AT M 25 1) 2 e MEREAT IO B . ABR th It 7 Ao .
BOASEH, AR s neae 2 asiat, 1 i BT SZ B A2

AE£EESL wlo
HEENO ra0 SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]
=18 =3 v
AEE2 wlo |
$EEO ra0 SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]
Z2AER | WEP v|
£MIH OF -5 Sl OF. <
A ERIEHA ®1 O2 O3 O4
s |64 bits 10 hex digits |
BTEE 1234566777777777 |
=4 1 \34E63FSB4E |
T2 |oBE66CEERD |
=48 3 (0759C44D89 |
4 4 [BE23E4ETEE |

WEP: & —FEEARMINE HiL, 22 AW WPA.

t 23 PRI VS e 5 0 G W e kS

BRI R A 1-55 4 4 R AN AR SN s 4 i .

N . 4764 bit 10 hex digits”,”128 bit 26 hex digits”. 7] FJ @47 515 R TF5hH A .
64 bit 10 hex digits:  ®F—"NEEN 10 £7 16 BEHIMFRF, F5FN 09 fl A-F.
128 bit 26 hex digits: & —NEHN 26 7 10 BT, FFFHN 09 fl A-F.

BATEE: FRkRAREANFERAS A5,

T 1B 40 T LU IS 0T 6 e AR AR IR SN (KR AT R A R
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T F3X46 ZBIfE AR+
ERE2 w0 J
BEENO ra0 SSID [dd-junjinlee] HWA[!QUQQ:AA:BB@Q\
a1 | WPa Personal v
WPALE P
WPATEE R \A........ O g5z
SHABHATIEIENE (1) | 3600] (B 3600, F8H: 1 - 99999)

WPA Personal/ WPA2 Personal/ WPA2 Person Mixed: $2fit =Fh WPA £y, TKIP 1 AES,
TKIP+AES, KHINESIMEHEL . TKIP+AES, Hi&H TKIP 5{ AES. WPA Person Mixed,
S0 WPA Personal A1 WPA2 Personal %% 7 Ui V& o

WPA FLEEH:  8-63 M FERF, HFRIFIEFHR .

AT RIE RS (FP): 1-99999.

HEENO ra0 SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]

iR WPA Enterprise v

WPAKE e

RadiusiEAR IR% S5ttt [ 192].[ 1e8].[  1].[ 110]

Radius 28R4 88w 01 1812 | (F&: 1812)
Radius 4R 204H [esssssssessl - [ 2xzs
EEAE AT (] [ElFE (7)) @‘

WPA Enterprise/WPA2 Enterprise/ WPA2 Enterprise Mixed: 7\ WPA/WPA2 %, % H
B4 75 Radius W0IEAR S5 4% .

WPA 55 AES/TKIP/TPIP+AES.

Radius SRR A HIbE: SEBFE% t 4510 Radius RS54 1P.

Radius SHIRE#%% 0 : Radius 5545 b, radius 55158 H %6 .

Radius $AFEE . Radius 1552 AH th 252 A3 225 80

B REH R) R) BB (D) 1-99999.
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EXEESE wlo

HEEO ra0 SSID [dd-junjinlee] HWAddr [00:AA:BB:CC:DD:15]
REAER, [s021x v
XSupplicant2&# O Peap ® TMLS
AFrP [

BB IS

T

FEIAE
AHIRSE SBIRIAIE

HEMSECE

802.1x : 802.1x W2 FE T Client/Server ¥ ] 4% fill MIAE B o & AT LARR ) R & 52 AU H
J /6 4% 38 e 2 N i 1 (access port) 7 i) LAN/WLAN .

Peap: PEAP (2R IR REIGUEIM S0 & —Fp FH T-7E TR LR 26 A i 28 i i 42, AP
EAP M4, PEAP /& 802.11 ) WLAN (JCZE /3D S 802.1X I 135 ) #1], LASE
PEEE 22 4 1) B I IE . X L2 PEAP-EAP-MS-CHAPV2 1],

1. AR 4,

2. HNERY,

TTLS: TTLS {fH TLS @& “J@t - EX” (1 AVP), R{EH RADIUS.  (F3E |k,
AVP Fgafihg 22 65 RAREAR O RIE B — i suvF— A TTLS k%5 4 5 1E 1) AVP
ST A 1) B B UEAL ] . B AT TTLS SEHEL S F# EAP, DL —28% 757 (CHAP,
PAP [¥], MS-CHAP #1 MS-CHAPv2 []) g XA J7i%k. TTLS K, W LMRES 5 g™
JesE G e SR E M, DASCRERT IR

1. AR 4.

2. HNERY,

3. HIANIRSBUEBHNE .

3.3.3 BR%

3.3.3.1 RS

DHCP & i
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DHCP P&
BE MR [ |
Request IP ’ |

Il

F3X46 R5{FERIRARH

W B YRR : DHCP R 4545 T LA H 3R AIE AT 3 e/ RS0 T SALRT &34 1 RE 2 1 bR iR
¥, {541 DHCP i 45 #% 77 LLiRJjl DHCP & 7 3 is AT 35 4E R A2 T2 Windows2000 55,
Windows98 25 ., 3B X FR IR AR, AT LUK DHCP #8104 it 45 5 145 2 #:4F £ 481 DHCP
& P i o

Request IP: 5K 1P Hudik

DHCP k433
DHCP i 5552 J RO A BB % 70 1T 1P bk Fey, AR DABEAN 238, AR5 B ¥ B il i FRC &
RE O R — T DHCP KPR g

DHCP R4 &

BRI IFFS2TFIEE PimiRLIaE TR
ERNVRAMTFIEE PimiaLo8E O

B G RasY
LANS, [ |
DHCPd BAIKETR

KAEA

P ILET
| o | [ bw

fEF NVRAM 5725 F im0 838 : )5 A AT DAEEGE it 47 2 R 40 NVRAM X35
CAER B VR AT ALEIX B BN 1 DHCP % 7 i N 1% 45 B ATT 1 A ek 4 . 3x AT bA
VB SR e, AR AT DL R R 3 ] 4

LAN 3: {RP]PATEIX B VR A A H R N 4. A SR, UM AR M3k 44 1) dnsmasq A1
DHCP %%

TRAFER s 703X HLARA] LLsE SC—Se i FARAR g i 2 S LA bk o 3 2 — il g 5ok 3
In—AN 8 e bk LR B B 2R AL DNS R4S (dnsmasq) ', “¥sin” 8 n] DL IR &
MAC Hbtik . TP Hbdik FIFR 24 B[] 1) 2 7 i

DHCPd FAnEDR: AR E SR N AL E

DNSMasq

DNSMasq & A DNS IR 55 %% . KRR T S 1 EHLN DHCP (BhEMERS) MBS H 2%
DLz 7e FE DNS AR 45 2% 1056 R FZEA711) DNS 25 H 4 FK . AHL[Y) DNS A J5 35/ _E 1) DHCP
% PR LR A I EA DHCP 4144
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DNSMasq

DNSMasg ® g O =R
FHUDNS Opr ©=m
Mo DNS Rebind ®pr O =H

DNSMasq PR

A Ht DNS: KA DNS, 7635 Jif Al Lk B DNS R %5 28
No DNS Rebind: & FI & AT AR (kAN T 28 U7 ) % i 2 ) 8 Web I#E 1, 2 —Fh e 4
=it
DNSMasq FEOIET: 7T LLEE A —SAMAIET, BAIRE SN E .
il .
A BcHbhk : dhep-host=AB:CD:EF:11:22:33,192.168.0.10,myhost,myhost.domain, 12h
K HIFH L)% & dhep-lease-max=2
DHCP /245 #581 IP JE# : dhep-range=192.168.0.110,192.168.0.111,12h

SNMP
SNMP (fiij B 28 B0 o IR — PRI 2 N B B . R4 SNMP A
17463 . SNMP ARELSR (2 /8 AR RS, ) TAESh S B —F N d % (Hhandesk
. BRI AE DL AR D) g S, ANIMIA B P2 iy ds B 1), ARk Al MIB (B3R
SRE THAEIERE. MIB 2—MEdELi, HT e SO LA A5 3 1) DL AT LLE
HilE) CEEAndT IRk 1D GE .

SNMP

SNMP ©®epr O=m
g [Unknown

BER [root

B HT’OUI'-x‘BEh
RizBSF [public
EERAGTF private

PrE: v eI BRI, % HE X

BR&R: HES, NS5

ZRR: P E S NS % 2

Rk HE sl NS5 um—5, RAERR
BERMET: P E ME% 8, BASEIR

SSHD
J& HI SSHD ik 55 J i e it SSH 7 7 i o Sz R U7 1) VR 1AV £ 2 (R 451 R 4
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(Fh: 22)

MO
Secure Shell
SSHd ©em O=zH
SSH TCPRe&: Opr ©=zH
THER ©er O=zH
0 =]
RN

SSH TCP ¥k : /&5 3 TCP ¥ K Ihfie
FIGBF: 20T BB
Wi. B SSHD [ 1, RN RSB K 22 S

BBESH: WREFEB0E, BOAEN RGN SR E A 4

R4 A%
Z%AZ
FHEE ©em Ozm
SitiEs ©mz O =0
IEIZIRS %8 : |

Rl S8 0, W7 N R BT R SS 4% 1P it

LRSS X ARG H TR 1P il

Telnet

KR — M AP, T Internet PLAZIET TCP/IP HIMIZ% . ‘& AT BASCVF 24 i

FETENLE R B R B & AT R T I8 AT .
Telnet

Telnet ©pm O=zm
Telnet: )5 FH 825 Telnet DhRg
WAN R &5

WANZ #1538

trrafferiPe ©® R O zm

Toraff SRR, 71 AL SR S0 D0

EIIPGRER AR AR
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3.3.4 VPN

JIIt

F3X46 AF{F AR

3.34.1 PPTP

PPTP 53
PPTPERE 2

PPTPRS 82 ©® g O=m
FExE Ogm ©szm
SEHIMPPENNEE ©®gr O=zm
DNS1
DNS2
WINS1
WINS2
IRsSa31P
EPmP

EHF P EE(CHAP Secrets)

J¥ESCRE: JF R EZEFH PPTP R4S 28 S HE #RThft

S| MPPE In&: 2 2| PPTP %4 MPPE hnss

DNS1, DNS2, WINS1, WINS2: &E/RMIEZE— DNS, 5 DNS, ZE— WINS, 25 WINS

FR45%% IP: M \EXHH28E N PPTP HR45 2810 1P Hhhk, N5 LAN HubbAS—FF.

B IP: B R uE IP Mk, A% 20N xxx. xxX. XXX, XXX—XXX

CHAP Secrets: % /7 utiffi i PPTP HR 45 st ) FH P 44 Fl 251

ERE: & 1P AEEAE 1 #5 DHCP )AL 1P B, HE IR DLAIES e LL,
CHAP Secrets # I N user HE*Z54% password F5#%*

PPTP % /3%
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PPTPZE PifIETR ©@gm O=zm

R R IPREDNS B i ‘
EEFF [ o} of o[ o
T2 T FIHERY [ o) o[ o] o
MPPENE [mope required.
MTU [ 1450]

MRU [ 1450]

NAT ©gm Oxm
BRFHEEREP “ipm Oxm

B P HuHE [ o[ o o o

APE [DOMAIN\\Username
=5 r

F3X46 AF{F AR

(F: 1450)

(Fa+k: 1450)

AR4%53% 1P B DNS &4 #R: PPTP AR45 2510 1P Huhk sl 2 %} 57 ) DNS 44 #K

TR : G FE PPTP AR S5 3 1 P I9A

EREF PR : iE PPTP RS 2211 T W D

MPPE fn#: /275 3+ MPPE %%

MTU: 5 KAL %0 0-1500

MRU: f KR TG 0-1500

NAT: J3 FHEGEZE R NAT 788k

JB FRBREE IP: /&7 )3 U R % BREIE 1P Hhtk
&I 1P Hbhik: H\ T E I E M IP Hhbk

FF 4. PPTP R4 88T R Vr G 44

P PPTP R4S 248 BT FeVr IO P 4 06 I 1R 256

3.34.2 L2TP

L2TP fR%533
L2TPRE 2
L2 TPRRSS-831ETR
SEHIMPPENTE ©®egm Ozm
IRgtsd1P "
FEPIRP
FHFE P EIB(CHAP Secrets)

® R Oxm

SR MPPE IN®§. & 75 Zam i L2TP s MPPE hn#

EIIPGRER AR AR
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F3X46 AF{F AR
PREH8 IP: G N 28 1FE 0 L2TP RS #810 1P kb, M5 LAN bk AS—FE.

P IP: RCZA & Fum it 1P Mk, #% 30N xxx. xxx. XXX, XXX—XXX, XXX, XXX, XXX

CHAP Secrets: 7%/ uiif#i F L2TP AR 451 18] FH 7 44 A 256

VR &7 1P AREAH 2% DHCP Z)EC i 1P R, HEUZ X /NG PLAMEER AT L.

CHAP Secrets # I N user HE*Z4% password F5#%*

L2TP & ¥
L2TPE PR
L2 TPZE PimiETR ® gp O =[H
APE [DOMAIN\\Username.
=R | O sx=n
L2TPIREZ S '
T2 TR [ o[ o[ o[ o
RIS o o[ o[ 9
MPPENREE Zmppe required '
MTU 1450 (Fi&: 1450)
MRU | 1450 (F&: 1450)
NAT ©egr O=zm
BRAFHEERNEP “ipm O=m
RS IPHy b [ ol off o[ o
FRAFCHAPTAIEHHS ®eg OF
1E4EP APLAEBHS ®eg Ox
SEFFLATERNS ®es OF

L2TP fIR55%8: L2TP 55451 1P Huhik-mloxt B () DNS 44 5%
TR L2TP fi 555 P I T 1 9 4%

TR TFIHERG: L2TP AR S5 2% N X T Ja8 11 DX 2 s i
MPPE fn#: /2753 %F MPPE %%

MTU: 5 KAL %0 0-1500

MRU: f KR TG 0-1500

NAT: J5 FHEEZEH] NAT 7558k

BT EREE IP: 210 kS E kiE
&I 1P Hbhik: N\ E M IP Hhbk
FF4: L2TP iR% T R vrf A P 4

M L2TP R4S 48 BT Fe v B 7 4 06 I 1R 256
Fo¥F CHAP PAAEMMI: /275 X ¥F chap AIE
548 PAP JAUERH I : /& I 4E 465 HF pap AIE
RVFAEI s 2 1 SCHRFAE X

IP Hbik

3.3.43 OPENVPN

_ﬁ_ /\—‘
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OPENVPN JR%35%
BahZes! Owanup @ system
JaaKE: WAN Up--—- L )58 H, System-—FFHLJE H
AR ® 6ur O config File
R4 8318 O Router (TUN) @® Bridge (TAP)
BEi#&%: GUI---FLHACE, Config File---fit & AL &
RSB : Router— 28 R, Bridge---M
Route 5 R;:
g HE 0.0.0.0
F RS 10.0.0.0
R egHiht: OPENVPN AR 55 b 70V (4 99 % dth il
FMFERS: OPENVPN AR 55 i 50 ¥F 1)1 WX HE AL
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BN FRE e v e BEOR AR S8 (13 VU BB A E IR WIS AT, 24 Internet & H X2 i
I L R ORI, % s 2 I el AR SR E TSN T2 2%, AT ek i 1
B AR ) LA P R 2 11 b, A RSP P 22 Ve, s UG “ a7 R AE
B AR 2 e
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Four-Faith F3X46 ,‘z,éﬁlniﬁﬁiﬂ,ﬁﬂzﬁ
mOBEEE
¥k
\web-tftp | | aoo] | swo0] (@B | | 192.168.1.16]
| 1 ] o] | o] [BE .~ | 0.0.0.0/ O

BLFFERS: (ER R 7 3R AR 10 5 B N B\ B FH AR P 1R 44 7

FFoG: Fa N vty 4% k36 Rl T U v 1155

SERR: i N i 1 R L (1) 45 ARy 1

Wil NRE—Fh N HIESE UDP 803 TCP Wil , P& N R IR B P AR

1P Hhibk: f N EAELE Internet FH P 7 1) R AR 25 45 (1 P I 1P shudit

B EE R HE, JAHEHTE X2 um R RS . SRETLENSEH CRIER.

SR EEUR, Bl “REFRE” %, REPFEREBS, S0fd “BIESE” #
REGHES, WEMEEA T AN, HAER, Al “EBE.

3.3.7.3 DMZ
DMZ ThEE RYF— % 1 B 55T Internet, MITIAE A4 € kS . DMZ EHLIF 7] —

R RITEIOR, (RSU ERBEH CBATIF, BT O 4% R %, ] DMZ

FEHLINFT BT 1 1, TR REE T Internet.

F¥EPRK (DM2) ]
DMZ

fERbmMz ® BB O %A

DMZEALIPHIHE 192.168.1. | 160]

B S DMZ ThiE, AR, a1 “DMZ EALIP Hibk” FE T EAL) [P Hudlk .

SR EEUE, By “REFRE” %M, REFEREBS, S0 fd “BIESE” #
REGHES, WEMERA T AN, HAER, Al “EBE7.

3.3.8 QoS i#E

3.3.8.1 EX

i/ QOS Thfig vl A2y s R EAL AR 3, I H AT OARE /) iP 5 MAC 73 c
fLsedt.
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F3X46 R5{FERIRARH

=R WAN QoSEHE
F=QoS

FFEQoS O=z= ® =

R -

.
e
|

1= \

i
3

ps)

3

ps)

[ 7]
[ 9
A5 (kbps): ZAE HIEARSACS EAEMAT 5, FESEBRER T, — BRI i ok
B 1) 80%3] 90%.
TE (kbps): ZA~HIEANRSBLL NI %, TESEBRER T, — BRI i ok ay
B 1] 80%3] 90%.

3.3.82 43K

Netmask L5 F
Netmask L 5E B
O 192.168.1.1/24 |Exempt ( FERR) v
O 192.168.2.3/24 | Standard C#FtE) |
O 192.168.3.4/32 Express (th5%E) v
0O 192,168.4.5/32 Buk C i) v/

G [ ol ol o o[ o

T DU — NG5 E 1 1P bk sl 1P Y Bl (0 A i 4 I S e

RAEFK B : ARG T R REH, FHordh “A 2R AR5 B Sr T HA DU M AL S g 2 4,
HA DU S T AN il Je g (Premium) « 85 (Express)« #5ifE (Standard) i (Bulk).
AZR: WEAZR (Exempt) Z0 IEHR R, Hodr o8 RS2 R TREAE,  AS32 BRI A 58 A
fib PUARAIC S R 28 R U T FTidk

B AR 950 Max_Up, R #7988 Max_Down, “QOS ¥E” () FAER 1A
Uplink, & % [R #i] v Downlink, A 52 B ] # 95 i () it & % % Jy Exempt_Rate Up A
Exempt Rate Do,

M FH AR e 8 £ %5 N : mini(Max _Up— Exempt_Rate Up, Uplink);

HAt AR e e N 47 % 4: mini(Max _Downlink— Exempt_Rate Do, Downlink).
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HA DR
FEAS 2 BR B R IR S8 M 5 5 FR TR 1R B bR AR DU R A0 56 2 ) B AR 4 — 2 1 B
Biloy e, BRI AL 558 1000kbps, %K 1000kbps, LE A PU S EE R, HAR LK
SalER e R o brdE. K, B4 BEARAH FAERF BT

mEsEg:: (75/100) * Uplink ;  (75/100) * Downlink

5. (15/100) *Uplink ; (15/100) * Downlink

FrifE: (10/100) *Uplink ; (10/100) * Downlink

fik: 1000bit (JLF-A 005 1000bit (JLFH 0);
AR, e b AL TR Z N 1000bit, 4 H AR e R BRI R 5E R T, A5 3E;
4 R — RGO BRI N, BRI R Z IR T “QOS B i) EALAIT #
I il 5
WA HEAEREFNAF S MAC 52 netmask 85 2 A i I S5 HERS, U] LA 26 78
9 8-S Wi 8

F3X46 AF{F AR

3.3.9 K

3.3.9.1 BOMNA

TSR M B #s 1 Console FHi4% ] & H . iX > Console It ] DATE & B8 6 5 114
fl, ROUTER WE | # % TCP/IP 87 . B E, a1 Console FER—NH L)
V%, B e %% T — 6 0U/E DTU w4

BOMA ® gr O=m
IR (115200 v |
k61 '8 v

Bt 1@

ki Ei

e ElE

A5 AR I A e T 2408 E

iz REICUDIEY
RS 1120.42.46.98
IR i 55501 |
#E25 (12345678901 |
#EID 112345678
LRkERR 60 |

B R ., FRWEFALIENTIE, W %A 115200, 57600, 38400, 19200 %5,
VWAL BHEAIIANBAT AR 4. 5. 6. 7. 8%, MI— 1T . 8% XM ASCIL 5. M

RIS AREIE, SERS B E Ao

fFibfr: ER-ADFREIEMS RIS TR 1A, 1.5 60, 2 (i mHF.
Ker: 2o — A EE R B 226 0T 50 A AR AR IR AT 5
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WA AT FR 2 AR AT 73 W b 77 5

F3X46 AF{F AR

PR R

UDP(DTU): & 1% UDP &8, %0 HE XN HZE D 45T — & 1S DTU T)hE.
2 UDP: ArEfY 8 15 UDP 4%

TCP(DTU): i [¥% TCP &4z, ¥WhnH & XN EWL, 2% T —&0/E DTU HIhEe.
2 TCP : FrdERIH: M4 TCP %4

TCP fR%58%: AnifEM) TCP k55 2%+

TCST: Hi& X TCP iEH:

RS asthl: 5% has B 5% TCP 27 AT 1815 I A IR 45 hot (¥ TP bk sl 3842 .
ARS5-380m e K0 M 55 HhoCoFE P H W FRD o 11 o

WESHE: WHRMIDS, 11 FHNEETAS . RA LY CEREE K “UDP(DTU)”
B “TCP(DTU)” g /N EC B A 24

#& ID: 8 NFATMEHE e, R Ui E ) “UDP(DTU)”

B “TCP(DTU)” g /N EC B A 24

OVBERT TRIRIBG . OB EL IR RIS, R M R E & “UDP(DTU)”  “TCP(DTU)”
FRT RS A% 3% T B T A R

HE S 0Bka: OBk

HE SGEMA: M

3.3.10 &=
3.3.10.1 EH
X DU AT DA SC VR 2% B G E BRURE E % EH AR T RE AT PRAUE DS 1) 55 2 4.
HHBER
&%EB%SFEF’@ 0000000000000 00 |
E%$%g?.§§g 0000000000000 0 00 |
%%mu 000000000000 0000

WK AR 46 NERF, NEASATA S B RN %R VR E RS g —5,
T 2=V B AR
B,
BN P 4 &: root.
AT B RSN T BRI admin, SXAERTA A PR D7 1) S B0 H Be
HIOS 12 T N IE W (0 B FR A 58, 7 m] DAy R AV A
Web 15 4]
IEIhfe R VEIEAEFH HTTP Bl s HTTPS Ph R BE R, tha% . a0 R EOEFAEH b Thae, ¥4
BFENER A sh. AT DLBE SRS F B 2 1045 S X T ARSI T AR S i 4R e 0T (g
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HTTP [ HTTPS

©@gm Ozm
Oesm

Brl: web TURISCHFEAI ML HE HTTP A1 HTTPS

BERIF (F): W% Web FLHHSRBE EERE. 0 FRCHXARRE,
BAMERRGEEME: 25 5HBNNERARGE BT
REGEEMTEBGEY: 2555 HR55 5 WIS~y Thhg

EEEE

WebREETE ©pm Ozm

ERHTTPS

WebBE®RO | s0ss] (% 8088, S6M): 1 - 65535)
SSHEE BE =@

SSHITiZIRO ‘ | (FW&: 22, Sal: 1 - 65535)
TehetSHE Opm ©zH

Web FHERE: HIae il B ME A B B as . A MbThRe, REFER

IWEE, wiedEH. BRI, A, JEE A BN R H BRI Z 8088),

EFEE M S . WIRIRIEEAA W EE, IR E O AR E BRI S

TR BEER EHES, HE http://xxx.xxx.xxx.xxx:8088 (x A [#% HH #% 1 Internet IP bk,

8080 AR Fr & 13 1), LRI DT W B Hh bl A o AR 29k SR N I b 2% 1 250

WA AE B HTTPS, 875 E 465 URL N https:/xxx.xxx.xxx.xxx:8088 ( F-AEFT 45 1 [ 1 1

S FF SSL EZ)

SSH &#: 1nILUF A SSH K@ 22 4= ()5 10 2% th#% . TEVER, A8 7 ## SSH sF4 g f2 i

B, nTLAENRSS DT T R B 2 A

B

U ARG R HH A U7 R D RER S F AR AT N RNTE B8 B A8 1 Internet [P Hbib N3 6S, H40]
DA AR 5 FH 2 1) B

Telnet B3 : 5 22 H I FE Telnet ThEE

Cron
Cron (OF1::RNOF-J::
Cron BihniEs

Cron: cron [ TR, RARIRIZERAT I Linux iy 4. VR7ESE R o 75 2248 FH 6y 24780
JABIEIA
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REEH
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REEERSEP 166.111.8.238
REEERSHFRO 40001 (FriL: 40001, 2B 1 - 65535)
LopkaT (] Al PR 60 Btk 60RSER: 1 - 999)
RERS 89988398
F/BIEST 13558558588
REFAER Router

BAEHE: @ E SO R FUR S 20 A 6 B ST e B 30 E . WIFI
.

3.3.10.2 BRKRIESD
SE I FF AL
R I
R AL ©®gm Oxm
% ®ax Omx O gme O mEme
PR 00 [v} 00 [v]
EZEEY * [seH SHEE |
FEHlAIE 00 [ )/ 00 [v]
FF 4L B4 * [seHE % |

FH P AT LS B AL ML R [a):
WH 8:07 XML, 9:07 FFHL, WEI FEFTIR.

R I
ERFEAL ® ga O=zm
G Opx Omx © awg O mme
ATl 08 [w] 07 [v]
41 E18 * (s} 01 [x] [E5EE v} [E
Filatia 09 (v} 07 [v]
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F3X46 R5{FERIRARH

EREB
=HRE ©gm Ozm
(81 € ¥ ) ®
TEVRERIRTE] O [0 V] |[EfE
PRAT DA E s I 2R S BR
FER xxx B JEHE 5

FERE 58 H I 18], I e R A
Bh.
WHMNER S BB 8. EEEREY, Cron BIUAHIT)E .

3.3.10.3 ipd

184 EATLLE Web FHIET AT . BB 6 A SCA X It H S 2 17 6 2 4k
B’

BYRES

58S

BEHEHES BENEHES (BB BIR S

REABELES

BT A LLEIE Web AT A 4T BB A SCOR X IF B iz 74
AL .

RIFRNEZTER: 0T LUORAE R Sl i s R AT L iy 4T . AN S (R — s
1) BRI, AR5 A RN R 354
PRIFAFRHIAR R s AT LLORAE G P B e B3I FE AT IR 2R L i AT . A& (R — s

17 BISCARIXIE, ARG Rt RN RHLIE 2 .

RIFABT KRS8 4L: R BBk RS, & r LS T—2 2 LI iptables F84 . Hi APy kB
s (RA—A1T) BISCRRE, FFSdRAEAP KR4 .

RAERNE NS : HiE XI5 2 FE1E tmp/custom.sh SCA . 10T LA 232 178448 A cron 3k
WHE. MABARGS (RA—"NMrd4r) BISCARE, Haf R aE e

3.3.10.4 H) BRIA
CRBHBEE
RS A Og &%
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PR B Bl R A REIRE, M AR ERTIRE R H. ERE B
IWRER, B R EH 2R R X—DIRemB0ARERN “B”. HAHGEE, HaE
(43 Eg ”»

3.3.10.5 [FE4TF+ 2%

Bt

RIFfE » S5 FEfRE v
EEE— 1 FRFHRA I '

BTG AURHT I B R e b B RRCAKSE www. four- faith.com &
A, FFRIR B AT TR WK R AR oA LR, TSR R SRR M A, BRAR
WA A S B BT i T e

WR: TR E R, TR ZAHEERE, B, EHRETHRE 0,
Jo & i g s B AR R

R\#iIe, BALR: G RARAEAETH 0 )n B B 4 0 [ RO BB, 1 1% — N TR B
T

BN, EEEETIRME SO, BT R AT IR T S TR 1 A B
JUoT Bl R R], 35 AN B2 5 P R B B A

3.3.10.6 &4
KT 50 % 2SS AT A B B .

SRR
EREE
AE "B RESRE SN T RIS

EERE
REEE
I~ RIS [ o

[(E1[H]

A HEAREN I AR SR aBRE G2
WY LA RET A SR AR e

ARG s oh 2 O ME B OCRREAT Ay, WS R R Hdl. 2, IR R IR AT

BAE
UNAR RS % R A G B SO, Bl QMR HedH, BRI E, TR R R
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. FaX46 ZF1E R SRR+
BEATHRAE . EHRLF S SO, Bl RE L.
3.3.11  RE
3.3.11.1 BEEH%R
%
iz fs Bz Four-Faith
izdss R zivhe Four-Faith Router
BlihEA F393x v2.0 (Jul 17 2012 19:40:10) std - build 235
MACHSHE 00:0C:43:30:52:78
FHlE
WAN 8
LAN 53
LgiEtia Wed, 18 Jul 2012 10:50:41
E1TRAE] 2:01

BEEHAR AR RNULEE a2 Rk, mTDATE R B > REA W B P

BREHARES: RSB mASAS, HARSGE L, AEK

B A:  HAEME RS, BRGEMEE A, AnE

MAC #ihk: SN T WAN ] MAC Hidik, 7 PLE % B > MAC Huhik 53 B s i
FH4: MM ENL G, AT AE R E S AR E B

WAN 4: WAN D4, nfDIERE > EARE P e

LAN34: LAN N4, HRGEE 4, ek

LRIt El: RS A ]

BATEHE: ARG HEIE S R

AT

FRER A 28880 kB / 32768 kB
T 12604 kB / 28880 kB [ 4% |
(AT 16276 kB / 28880 kB [ 56% |
S 1656 kB / 16276 kB ] 10%

E&F 5656 kB / 16276 kB R

A 1347 kB / 16276 kB &

FEERP 730 kB / 16276 kB ] 4%

FrBRTH: AT nlH RAM K/ CROA3E P A7 2 — S 100 B8 A0 R0 P9 A (1) — il ARG /)
=R W RGHEREHINAE, & NAE/NT 500kB N2> HJF,

CAEH: CAMHRINAR, Fra rm] H N A7 7S H N A7

ZIX: BIgZ i XN AE, SN E S8 L N A2 RN ZZ P X N AF o

[ 7 B R A A (cache memory) F Y AF I R/
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FERI A
FEBER A

NE

F3X46 R5{FERIRARH

T IERASE P P PR 2 e vt 2 A fi 45 DT SCAR PR R/
AN HE A R R G o B R A 8 DT ST R R

(5=
PSR B RO 4096
EEhRVIPIESRE 128 3

1P it 828 B Ko 30

St — IS e AN
TEENH 1P . SERFASIN RG0S B I TP JEBEE,  #5  mT LLA B0 T o
ARV IPIESE 91
=l R (£) B ITiZE 1B &
1 UDP 182.168.8.81 255.255.255.255 2654 UNREPLIED
2 UDP 42 192.168.8.81 255.255.255.255 2654 UNREPLIED
3 UDP 21 152.168.8.72 255.255.255.255 2654 UNREPLIED
4 UDP 15 152.168.8.81 255.255.255.255 2654 UNREPLIED
5 UDP 12 192.168.8.81 255.255.255.255 2654 UNREPLIED
6 UDP 27 192.168.8.72 255.255.255.255 2654 UNREPLIED
7 UDP 30 192.168.8.81 255.255.255.255 2654 UNREPLIED
8 TCP 8 182.168.1.120 182.168.1.1 80 CLOSE
3 UpP 3 152.168.8.81 255.255.255.255 2654 UNREPLIED
10 UDP 30 152.168.8.72 255.255.255.255 2654 UNREPLIED
11 TCP 3599 162.168.1.120 162.168.1.1 80 ESTABLISHED
12 UDP 24 192.168.8.81 255.255.255.255 2654 UNREPLIED
13 UDP 48 192.168.8.72 255.255.:255.255 2654 UNREPLIED
14 UDP 15 182.168.8.81 255.255.255.255 2654 UNREPLIED
15 UDP 3 182.168.8.72 255.255.255.255 2654 UNREPLIED
16 UDP 6 152.168.8.72 255.255.255.255 2654 UNREPLIED
17 UDP 21 192.168.8.81 255.255.255.255 2654 UNREPLIED
18 UDP 51 152.168.8.81 255.255.255.255 2654 UNREPLIED
19 UDP 15 192.168.8.72 255.255.255.255 2654 UNREPLIED
20 UDP 45 192.168.8.81 255.255.255.255 2654 UNREPLIED
21 UDP 45 182.168.8.72 255.255.255.255 2654 UNREPLIED
22 UDP 42 192.168.8.81 255.255.255.255 2654 UNREPLIED
23 UDP 18 152.168.8.81 255.255.255.255 2654 UNREPLIED
24 UDP g 152.168.8.72 255.255.255.255 2654 UNREPLIED
25 UDP 57 192.168.8.72 255.255.255.255 2654 UNREPLIED
26 UDP 27 192.168.8.81 255.255.255.255 2654 UNREPLIED
27 UDP 51 152.168.8.72 255.255.255.255 2654 UNREPLIED
28 UDP 18 152.168.8.81 255.255.255.255 2654 UNREPLIED
EENH TP R SIEE) IP S
o gt
Wil EEE ML
AR ERE R
SRPEH AL, SRUE K IP Mk
— i o |
R AR 1P Mk
N . gy =
RELR: ERERRS 5O
RA&: BoRIEE IP VRN
l -
EEEER BzhECE - DHCP
®AEZELRI) Tarf

BEERA. W 6 Fh A 22H, #45 IP, H3hlCE-DHCP, PPPOE, 3G Linkl, 3G Link2 .

N 2.y

T 4096, A] DLFEE H

3 INH]
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IPHEtE 0.0.0.0
FFIHER 0.0.0.0
(BES 0.0.0.0
DNS 1
DNS 2
DNS 3

IP Hhuhb: 2% WAN CI3RECE| [ 1P Huhk
TR B5 8 WAN 3R 17 Y
oe: 2% 2% WAN I3 ECE ) X o

F3X46 AF{F AR

DNS1, DNS2, DNS3: #H# WAN H3REE| 15— DNS, % — DNS, %= DNS

AL0RIRATE 0 days 23:59:06

AP LR : DHCP 7730 &5 FSRECE] 1P Huhk 3] 43 B [a]
DHCP Bji%: P&t DHCP ik
DHCP 22#: #: DHCP J7 =03 E] 1 1P hht, BRIAS:HAN 1 K

BRINE B | EiFhERE

BFRE: WAN DHRERRS
WiF&ERe: WiT CeEERRS
EE: EHCEWITRRS

1RERZER ZTE-EVDO MODULE
Al

ES2E -79 dBm

[Vl CDMA/HDR

BEHKEL, 3G/UMTS 7 AR kb 2 7
55 E: 3G/UMTS J5 I B He (5 5 50 i
PR 3G/UMTS J7 2 R e () ) &% 2 78
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SRE
TF# (MBytes) 0
& (MBytes) 0

Hri

2H 8,2012 (F#:0mMB / LEft: 0 MB)

EURE: givt bW BB A (2 9 B AR PS5

RWE: —MHSGIHRE ALK MB
ER: &F EANHE
TH: & M ARE

BEEH
B S EIEREST
WE: WEHIERERT
MiBR: MRS R EST

3.3.11.3 BKUP WAN
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EREER BEhECE - DHCP
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R, O 6o Moy 22H, §& 1P, B3N E-DHCP, PPPOE, 3G Linkl, 3G Link2 .

O ). S22 BRI, 3 iEs BN “ AT

IPHEtE 0.0.0.0
FFIHER 0.0.0.0
(BES 0.0.0.0
DNS 1
DNS 2
DNS 3

IP Hhubb: 2% WAN CI3RECE] [ 1P Huhk
TR B2 WAN L3RR 17 Y
oe: 2% 2% WAN FI3RECE ) X e

DNS1, DNS2, DNS3: #H# WAN H3REE| 15— DNS, % — DNS, %= DNS

AL0RIRATE 0 days 23:59:06

AP LM E: DHCP 7730 &5 FSRECE] 1P Mot 3] 43 B [a]
DHCP BjiX: P&t DHCP ik
DHCP 22#: #: DHCP J7 =03 EI A 1P bk, BRIASHAN 1 K

BRINE B | EiFhERE

BFRE: WAN DHPERRS
WiF&ERe: WiT CeE RS
EE: EHCEWITRRS

1RERZER ZTE-EVDO MODULE
Al

ES2E -79 dBm

flEgERy CDMA/HDR

BEHKEL, 3G/UMTS 4 AR kb 2 7
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